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Automating and Programming Cisco Enterprise Solutions 
(ENAUTO)

ID ENAUTO   Preis 4.550,– €  (exkl. MwSt.)   Dauer 5 Tage

Kursüberblick

The Automating and Programming Cisco Enterprise Solutions
(ENAUTO) training teaches you how to implement Cisco
Enterprise automated solutions, including programming concepts,
orchestration, telemetry, and automation tools. The goal of this
training is to highlight the tools and the benefits of leveraging
programmability and automation in the Cisco-powered Enterprise
Campus and WAN. Examined platforms include Cisco IOS XE
software for device-centric automation, Cisco Catalyst Center for
the intent-based enterprise network, Cisco Catalyst Software-
Defined WAN (SD-WAN), and Cisco Meraki. Their current
ecosystem of APIs, software development toolkits, and relevant
workflows are inspected in detail together with open industry
standards, tools, and APIs, such as Python, Ansible, Git,
JSON/YAML, NETCONF/RESTCONF, and YANG.

This training prepares you for the 300-435 ENAUTO v2.0 exam. If
passed, you earn the Cisco Certified Specialist - Enterprise
Automation certification and satisfy the concentration exam
requirement for the Cisco Certified Network Professional (CCNP)
Enterprise and Automation concentration exams. This training also
earns you 34 Continuing Education (CE) credits toward

recertification. How You'll Benefit

This training will help you: 

Gain hands-on experience automating Cisco enterprise
networks using Python, Ansible, APIs, and modern
automation tools
Explore automation across multiple Cisco platforms,
including IOS XE, Catalyst Center, SD-WAN, and Meraki
Learn to leverage AI and security best practices in network
automation to boost operational efficiency and reliability
Prepare for the 300-435 ENAUTO v2.0 exam
Earn 34 CE credits toward recertification

What to Expect in the Exam

Automating and Programming Cisco Enterprise Solutions (300-435
ENAUTO) v2.0 is a 90-minute exam associated with the Cisco
Certified Specialist - Enterprise Automation certification and
satisfies the concentration exam requirement for the CCNP
Enterprise and Automation certifications.

This exam tests your knowledge of implementing enterprise
automated solutions, including:  

Device-level and controller-based network automation
Operations
AI in automation

Zielgruppe

Network Engineers
Systems Engineers
Wireless Engineers
Consulting Systems Engineers
Technical Solutions Architects
Network Administrators
Wireless Design Engineers
Network Managers
Sales Engineers
Account Managers

Empfohlenes Training für die Zertifizierung zum

Cisco Certified Network Professional Enterprise (CCNP
ENTERPRISE)
Cisco Certified Automation Professional (CCNP AUTOMATION)

Voraussetzungen

There are no formal prerequisites for this training. However, the
knowledge and skills you are recommended to have before
attending this training are: 

Basic programming language concepts
Basic understanding of virtualization
Ability to use Linux and CLI tools, such as SSH and bash
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CCNP level core networking knowledge
Foundational understanding of Cisco Catalyst Center,
Meraki, and Cisco Catalyst SD-WAN

These skills can be found in the following Cisco Learning Offerings:

Implementing and Administering Cisco Solutions (CCNA)
v2.2
Introducing Automation for Cisco Solutions (CSAU)
Implementing and Operating Cisco Enterprise Network
Core Technologies (ENCOR)

Kursziele

Explain the need for data models for network automation
Explain how to use Ansible and YANG Suite tools for
effective network automation
Describe Python and Netmiko as tools for CLI automation
and explain how to automate VLANs, routing protocols,
policies, and VPNs
Introduce NETCONF and RESTCONF as model-driven
protocols, explain their operations, datastores, and
workflows, and compare where each is most effective
Monitor configuration and operational data with NETCONF
and RESTCONF, troubleshoot connectivity and model
issues, and interpret errors for faster resolution
Introduce Ansible for Cisco configuration management to
detect drift, validate compliance, maintain a source of truth,
and apply resource modules with safe rollout and rollback
recovery
Describe how Cisco IOS EEM automates tasks with events
and policies, Guest Shell provides a secure Linux container
for scripts, and ZTP creates the initial configuration
Explore how to perform Day-0 operations with PnP in Cisco
Catalyst Center
Explore options for configuration management with Cisco
Catalyst Center
Explore advanced features of configuration templates with
Jinja templates
Learn about managing controller-based configuration with
Ansible
Learn about security automation
Learn about techniques for troubleshooting authentication
with the REST APIs of Cisco controllers
Learn how to test and validate automation deployed on
Cisco Catalyst Center and Cisco Catalyst SD-WAN
Manager
Learn how to use Catalyst Center and SD-WAN APIs to
automate Software Image Management
Learn how to use APIs to monitor network health with Cisco
Controllers

Learn how to use streaming telemetry and webhooks to
monitor network health on Course Cisco Catalyst Center
and Cisco Catalyst SD-WAN Manager
Explain how to use AI capabilities in Cisco Catalyst Center,
Cisco Catalyst SD-WAN Manager, and Meraki dashboard
Explain how to use AI-assisted code development for
network automation
Explore security risks in AI-based network automation
Explain the deployment of MCP servers and clients, and
Python FastMCP support for AI agents

Detaillierter Kursinhalt

Network Automation Models
Network Automation Tooling
CLI Automation with Python
NETCONF and RESTCONF Automation
Automating Configuration Monitoring
Device Automation with Ansible
On-Box Automation
Controller-Based Day-0 Provisioning
Catalyst Center Day-0 with Configuration Management
Advanced Configuration Templates
Controller-Based Configuration Management with Ansible
Security Automation
Troubleshoot Controller-Based Network Automation
Testing and Validating Network Automation
Controller-Based Software Management
Automate Network Health Monitoring with Controller APIs
Monitor Network Health with Streaming Telemetry and
Webhooks
AI Capabilities in Network Controllers
AI Assistance in Network Automation
Security Risks in AI-based Automation
Support AI Agents with Python FastMCP
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Fast Lane Services
3 Highend-Technologietraining
3 Business- & Softskill-Training
3 Consulting Services
3 Managed Training Services
3 Digitale Lernlösungen
3 Content-Entwicklung
3 Remote Labs
3 Talentprogramme
3 Eventmanagement-Services

Über Fast Lane 
Fast Lane ist weltweiter, mehrfach ausgezeichneter Spezialist für Technologie 
und Business-Trainings sowie Beratungsleistungen zur digitalen Transforma-
tion. Als einziger globaler Partner der drei Cloud-Hyperscaler Microsoft, AWS 
und Google und Partner von 30 weiteren führenden IT-Herstellern bietet  
Fast Lane beliebig skalierbare Qualifizierungslösungen und Professional  
Services an. Mehr als 4.000 erfahrene Fast Lane Experten trainieren und be-
raten Kunden jeder Größenordnung in 90 Ländern weltweit in den Bereichen 
Cloud, künstliche Intelligenz, Cybersecurity, Software Development, Wireless 
und Mobility, Modern Workplace sowie Management und Leadership Skills, 
IT- und Projektmanagement. 

Trainingsmethoden
3 Klassenraumtraining
3 Instructor-Led Online Training
3 FLEX Classroom – Klassenraum und 	
    ILO kombiniert
3 Onsite & Customized Training
3 E-Learning
3 Blended & Hybrid Learning
3 Mobiles Lernen

Weltweit vertreten
mit High-End-Trainingszentren

rund um den Globus

Mehrfach ausgezeichnet
von Herstellern wie AWS, Microsoft, 

Cisco, Google, NetApp, VMware

Praxiserfahrene Experten
mit insgesamt mehr als 
19.000 Zertifizierungen

Technologien und Lösungen
3 Digitale Transformation
3 Artificial Intelligence (AI)
3 Cloud
3 Networking
3 Cyber Security
3 Wireless & Mobility
3 Modern Workplace
3 Data Center 

Deutschland
Fast Lane Institute for Knowledge 
Transfer GmbH 
Tel. +49 40 25334610

info@flane.de / www.flane.de

Österreich
ITLS GmbH 
(ITLS ist ein Partner von Fast Lane)
Tel. +43 1 6000 8800

info@itls.at / www.itls.at

Schweiz
Fast Lane Institute for Knowledge 
Transfer (Switzerland) AG 
Tel. +41 44 8325080

info@flane.ch / www.flane.ch 

AUTHORIZED
Training Provider

Platinum Learning Partner
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