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Securing Cisco Networks with Open Source Snort (SSFSNORT)

ID SSFSNORT Preis 3.995,— € (exkl. MwsSt) Dauer 4 Tage

Kursuberblick

The Securing Cisco Networks with Open Source Snort
(SSFSNORT) v2.1 course shows you how to deploy a network
intrusion detection system based on Snort. Through a combination
of expert instruction and hands-on practice, you will learn how to
install, configure, operate, and manage a Snort system, rules
writing with an overview of basic options, advanced rules writing,
how to configure Pulled Pork, and how to use OpenAppID to
provide protection of your network from malware. You will learn
techniques of tuning and performance monitoring, traffic flow
through Snort rules, and more.

Zielgruppe

This course is for technical professionals who need to know how to
deploy open source intrusion detection systems (IDS) and intrusion
prevention systems (IPS), and how to write Snort rules.

e Security administrators

e Security consultants

¢ Network administrators

e System engineers

e Technical support personnel

e Channel partners and resellers

Voraussetzungen

To fully benefit from this course, you should have:
e Technical understanding of TCP/IP networking and network
architecture

¢ Proficiency with Linux and UNIX text editing tools (vi editor
is suggested by not required)

Kursziele

After taking this course, you should be able to:

e Describe Snort technology and identify resources available
for maintaining a Snort deployment

e Install Snort on a Linux-based operating system

¢ Describe the Snort operation modes and their command-
line options

¢ Describe the Snort intrusion detection output options

¢ Download and deploy a new rule set to Snort

¢ Describe and configure the snort.conf file

e Configure Snort for inline operation and configure the inline-
only features

e Describe the Snort basic rule syntax and usage

e Describe how traffic is processed by the Snort engine

¢ Describe several advanced rule options used by Snort

¢ Describe OpenApplID features and functionality

¢ Describe how to monitor Snort performance and how to
tune rules

Course Benefits

This course will help you:

e Learn how to implement Snort, an open-source, rule-based,
intrusion detection and prevention system

¢ Gain leading-edge skills for high-demand responsibilities
focused on security

Detaillierter Kursinhalt

Introduction to Snort Technology
Snort Installation

¢ Snort Operation

Snort Intrusion Detection Output
¢ Rule Management

Snort Configuration

Inline Operation and Configuration
e Snort Rule Syntax and Usage
Traffic Flow Through Snort Rules
Advanced Rule Options
OpenAppID Detection

Tuning Snort

Lab Outline

e Connecting to the Lab Environment
e Snort Installation

e Snort Operation

e Snort Intrusion Detection Output
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Pulled Pork Installation

Configuring Variables

Reviewing Preprocessor Configurations
Inline Operations

Basic Rule Syntax and Usage
Advanced Rule Options

OpenAppID

Tuning Snort
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Uber Fast Lane

Fast Lane ist weltweiter, mehrfach ausgezeichneter Spezialist flir Technologie
und Business-Trainings sowie Beratungsleistungen zur digitalen Transforma-
tion. Als einziger globaler Partner der drei Cloud-Hyperscaler Microsoft, AWS
und Google und Partner von 30 weiteren fuhrenden IT-Herstellern bietet
Fast Lane beliebig skalierbare Qualifizierungslosungen und Professional
Services an. Mehr als 4.000 erfahrene Fast Lane Experten trainieren und be-
raten Kunden jeder Gréfsenordnung in 90 Landern weltweit in den Bereichen
Cloud, kinstliche Intelligenz, Cybersecurity, Software Development, Wireless
und Mobility, Modern Workplace sowie Management und Leadership Skills,
IT- und Projektmanagement.

R aws ala]n vmware

BN solutions Partner ~— c I s c o n NetApp' PARTNER

Microsoft Cloud PARTNER PARTNER AUTHORIZED
Ravaned T Partner

Platinum Learning Partner

RedHat
3 Google Cloud arubQ | AuTHorizED ‘
Partner stz | TRAINING CENTER Authorized Global g
Training Partner
. . @ PRINCE2
servicenow. = &8 @0 | @™ | @emnes >
AUTHORIZED et v QUEES
NNNNNNN o e
2-councl \ F::=RTINET JUﬂlper
?rl{aﬁ:?r:;zec‘:n ter EDUCATION SERVICES
ComgTIA | s KnowBe4 opentext-
CENTER ‘Authorized Partner PARTNER Human error. Conquered
cwnp
a-suse
5 Platinum
sk cety
TRAINING TRAIN

PROVIDER

CERTNEXUS

AUTHORIZED
Training Provider

[ it

(2h

Weltweit vertreten
mit High-End-Trainingszentren
rund um den Globus

Deutschland

Fast Lane Institute for Knowledge
Transfer GmbH

Tel. +49 40 25334610
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Mehrfach ausgezeichnet
von Herstellern wie AWS, Microsoft,
Cisco, Google, NetApp, VMware

Osterreich

ITLS GmbH

(ITLS ist ein Partner von Fast Lane)
Tel. +43 1 6000 8800

info@itls.at / www.itls.at
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Fast Lane Services

v Highend-Technologietraining
v/ Business- & Softskill-Training
v Consulting Services

v Managed Training Services

v/ Digitale Lernlésungen

v Content-Entwicklung

v Remote Labs

v/ Talentprogramme

v/ Eventmanagement-Services

Trainingsmethoden

v/ Klassenraumtraining

v Instructor-Led Online Training

v FLEX Classroom — Klassenraum und
ILO kombiniert

v Onsite & Customized Training

v/ E-Learning

v/ Blended & Hybrid Learning

v/ Mobiles Lernen

Technologien und Losungen
v/ Digitale Transformation

v Artificial Intelligence (AI)

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v Data Center

gﬁ
Praxiserfahrene Experten

mit insgesamt mehr als
19.000 Zertifizierungen

Schweiz

Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080
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