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Kursuberblick

In this course, you will learn the fundamentals of using
FortiManager for the centralized network administration of many
FortiGate devices.

In interactive labs, you will explore deployment strategies, which
include single or multiple ADOMSs, device registration, policy
packages, shared objects, installing configuration changes,
provisioning FortiManager as a local FortiGuard distribution server,
and troubleshooting the features that are critical to day-to-day use
after you deploy FortiManager.

This exam is part of the FCP Secure Networking certification track.

Zielgruppe

Anyone who is responsible for the day-to-day management of
FortiGate security policies using the FortiManager platform should
attend this course.

Empfohlenes Training flr die Zertifizierung zum

Fortinet Certified Professional Secure Networking (FCPNS)
Voraussetzungen

¢ Knowledge of firewall concepts in an IPv4 network
e Familiarity with all topics in FortiGate Administrator (FGT-

ADM)

¢ Basic understanding of network management systems

Kursziele

After completing this course, you should be able to:

e Describe the key FortiManager features and concepts

e Understand FortiManager API and meta fields

¢ Deploy administrative domains (ADOMS) to support
multiple customers on a single FortiManager

¢ Restrict concurrent ADOM access by using workspace

modes

e Use provisioning templates for device-level changes across
many devices

e |dentify the synchronization states and manage the revision
history of managed devices

¢ Manage firewall policies across multiple FortiGate devices
using policy packages with shared and dynamic objects

¢ Deploy policies and objects from the global ADOM to
multiple ADOMs

¢ Understand the Fortinet Security Fabric with FortiManager

¢ Describe high-availability (HA), backup, and recovery
options for FortiManager

¢ Manage the firmware of supported devices centrally

e Offer a local FortiGuard Distribution Server (FDS) to your
Fortinet devices

¢ Diagnose and troubleshoot import and installation issues

Detaillierter Kursinhalt

. Introduction and Initial Configuration

. Administration and Management

. Device Registration

. Device-Level Configuration and Installation

. Policies and Objects

. Global Database ADOM and Central Management
. Diagnostics and Troubleshooting

. Additional Configuration

.
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Uber Fast Lane

Fast Lane ist weltweiter, mehrfach ausgezeichneter Spezialist flir Technologie
und Business-Trainings sowie Beratungsleistungen zur digitalen Transforma-
tion. Als einziger globaler Partner der drei Cloud-Hyperscaler Microsoft, AWS
und Google und Partner von 30 weiteren fuhrenden IT-Herstellern bietet
Fast Lane beliebig skalierbare Qualifizierungslosungen und Professional
Services an. Mehr als 4.000 erfahrene Fast Lane Experten trainieren und be-
raten Kunden jeder Gréfsenordnung in 90 Landern weltweit in den Bereichen
Cloud, kinstliche Intelligenz, Cybersecurity, Software Development, Wireless
und Mobility, Modern Workplace sowie Management und Leadership Skills,
IT- und Projektmanagement.
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Weltweit vertreten
mit High-End-Trainingszentren
rund um den Globus

Deutschland

Fast Lane Institute for Knowledge
Transfer GmbH

Tel. +49 40 25334610

info@flane.de / www.flane.de

Mehrfach ausgezeichnet
von Herstellern wie AWS, Microsoft,
Cisco, Google, NetApp, VMware

Osterreich

ITLS GmbH

(ITLS ist ein Partner von Fast Lane)
Tel. +43 1 6000 8800

info@itls.at / www.itls.at
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Fast Lane Services

v Highend-Technologietraining
v/ Business- & Softskill-Training
v Consulting Services

v Managed Training Services

v/ Digitale Lernlésungen

v Content-Entwicklung

v Remote Labs

v/ Talentprogramme

v/ Eventmanagement-Services

Trainingsmethoden

v/ Klassenraumtraining

v Instructor-Led Online Training

v FLEX Classroom — Klassenraum und
ILO kombiniert

v Onsite & Customized Training

v/ E-Learning

v/ Blended & Hybrid Learning

v/ Mobiles Lernen

Technologien und Losungen
v/ Digitale Transformation

v Artificial Intelligence (AI)

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v Data Center

gﬁ
Praxiserfahrene Experten

mit insgesamt mehr als
19.000 Zertifizierungen

Schweiz

Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080

info@flane.ch / www.flane.ch
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