=Fast Lane

FortiAuthenticator Administrator (FORT-AUTHENTICATOR)

ID FORT-AUTHENTICATOR Preis 2.350,— € (exk. MwSt) Dauer 3 Tage

Kursuberblick

In this course, you will learn how to use FortiAuthenticator for
secure authentication and identity management. You will learn how
to configure and deploy FortiAutheticator, use FortiAuthenticator
for certificate management and two-factor authentication,
authenticate users using LDAP and RADIUS servers, and explore
SAML SSO options on FortiAuthenticator.

Zielgruppe

Anyone who is responsible for the day-to-day management of
FortiAuthenticator should attend this course.

Voraussetzungen

You must have an understanding of the topics covered in FortiGate
Security (FORT-SECI) and FortiGate Infrastructure (FORT-INFRA)
, or have equivalent experience.

It is also recommended that you have an understanding of
authentication, authorization, and accounting (AAA).

Kursziele

After completing this course, you will be able to:

¢ Deploy and configure FortiAuthenticator

¢ Configure the LDAP and RADIUS services

¢ Configure the self-service portal

¢ Configure FortiAuthenticator and FortiGate for two-factor
authentication

¢ Provision FortiToken hardware / mobile software tokens

¢ Configure FortiAuthenticator as a logon event collector
using the FSSO communication framework

e Configure portal services for guest and local user
management

¢ Configure FortiAuthenticator for wired and wireless 802.1x
authentication, MAC-based authentication, and machine-
based authentication using supported EAP methods

¢ Troubleshoot authentication failures

e Manage digital certificates (root CA, sub-CA, user, and
local services digital certificates)

e Configure FortiAuthenticator as a SCEP server for CRLs
and CSRs

¢ Configure FortiAuthenticator to provide OAuth services

¢ Configure FortiAuthenticator as a SAML identity provider
and service provider

¢ Monitor and troubleshoot SAML

e Configure FIDO for passwordless authentication

Detaillierter Kursinhalt

. Introduction and Initial Configuration

. Administrative Users and High Availability
. Administering and Authenticating Users

. Managing Users and Troubleshooting Authentication
. Two-Factor Authentication

. FSSO Process and Methods

. FSSO Deployment and Troubleshooting

. Portal Services

. PKI and FortiAuthenticator as a CA

¢ 10. Certificate Management

e 11. 802.1X Authentication

e 12. OAuth and SAML

e 13. FIDO2 Authentication
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Uber Fast Lane

Fast Lane ist weltweiter, mehrfach ausgezeichneter Spezialist flir Technologie
und Business-Trainings sowie Beratungsleistungen zur digitalen Transforma-
tion. Als einziger globaler Partner der drei Cloud-Hyperscaler Microsoft, AWS
und Google und Partner von 30 weiteren fuhrenden IT-Herstellern bietet
Fast Lane beliebig skalierbare Qualifizierungslosungen und Professional
Services an. Mehr als 4.000 erfahrene Fast Lane Experten trainieren und be-
raten Kunden jeder Gréfsenordnung in 90 Landern weltweit in den Bereichen
Cloud, kinstliche Intelligenz, Cybersecurity, Software Development, Wireless
und Mobility, Modern Workplace sowie Management und Leadership Skills,
IT- und Projektmanagement.
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Weltweit vertreten
mit High-End-Trainingszentren
rund um den Globus

Deutschland

Fast Lane Institute for Knowledge
Transfer GmbH

Tel. +49 40 25334610

info@flane.de / www.flane.de

Mehrfach ausgezeichnet
von Herstellern wie AWS, Microsoft,
Cisco, Google, NetApp, VMware

Osterreich

ITLS GmbH

(ITLS ist ein Partner von Fast Lane)
Tel. +43 1 6000 8800

info@itls.at / www.itls.at
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Fast Lane Services

v Highend-Technologietraining
v/ Business- & Softskill-Training
v Consulting Services

v Managed Training Services

v/ Digitale Lernlésungen

v Content-Entwicklung

v Remote Labs

v/ Talentprogramme

v/ Eventmanagement-Services

Trainingsmethoden

v/ Klassenraumtraining

v Instructor-Led Online Training

v FLEX Classroom — Klassenraum und
ILO kombiniert

v Onsite & Customized Training

v/ E-Learning

v/ Blended & Hybrid Learning

v/ Mobiles Lernen

Technologien und Losungen
v/ Digitale Transformation

v Artificial Intelligence (AI)

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v Data Center
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Praxiserfahrene Experten

mit insgesamt mehr als
19.000 Zertifizierungen

Schweiz

Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080

info@flane.ch / www.flane.ch
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