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ArcSight Enterprise Security Manager Administration (AESMA)

ID AESMA Preis 4.000,— € (exk. MwSt) Dauer 5 Tage

Wichtige Hinweise fur die Buchung von Open-Text-Trainings

Bitte beachten Sie, dass fur die Teilnahme an einem Open-Text-
Training Vorkasse zu leisten ist. Eine Teilnahme an einem Training
ist fir 12 Monate nach Kursbuchung méglich. Stornierungen sind
ausgeschlossen. Weitere Informationen entnehmen Sie bitte
unseren Allgemeinen Geschéftsbedingungen.

Kursuberblick

This course covers how to plan and install ArcSight Enterprise
Security Manager (ESM) in Compact and Distributed Mode. You
will also learn how to install and configure SmartConnectors,
Forwarding Connectors, Syslog Connectors, customize ESM and
the Console, configure Storage Groups, backup and restore ESM,
manage certificates, manage users, and access Administrator
reports and dashboards.

Highlights:
e Installing ArcSight ESM
e Installing Connectors
e Managing ArcSight ESM

Zielgruppe

This course is for Administrators who install, maintain, and
troubleshoot ESM components

¢ Design and implement integrations between ArcSight ESM
and other ArcSight products

¢ Proactively investigate the health of the ESM CORRE
environment.

Voraussetzungen

To be successful in this course, you should have the following
prerequisites or knowledge:

¢ Knowledge of ESM Concepts
e (Minimum) 6 Months ArcSight Administration Experience

e Database SQL statements experience

e Linux Administration experience

e Successful Completion of ArcSight ESM Administrator &
Analyst Course or Equivalent Experience

Kursziele

On completion of this course, participants should be able to:

¢ |dentify the ESM communication strategy used between the
various devices and components within an ESM Network

¢ Define each ESM operation modes and components,
Compact and Distributed, and the issues ESM Distributed
Mode comes to solve

¢ Plan, install, and run ESM in Distributed Mode

e |dentify functions and navigate the Command Center Ul

e Install and customize the ESM console

e Install and configure ArcSight SmartConnectors

e Install and configure a Forwarding Connector

e Setup Notifications

e Import Zone and Asset information with the Network Model
wizard

e Customize ArcSight ESM using the properties files

e Describe and install ArcSight upgrades and patches

e Create Users and define User Permissions

¢ Review Administrator Reports, Dashboards and Filters

e Configure and manage storage groups

¢ Describe CORRE daily job archives

e Recognize how to Back up and restore ESM

e Describe and deploy uses of SSL technology in ArcSight
ESM

Kursinhalt

e Introduction to ESM Administration

e ESM Distributed Components

e Installing ESM Distributed Mode

e Maintaining ESM Properties Files and Upgrades

e Installing the ESM Console

e Installing SmartConnectors

e Managing the Network Model

¢ Configuring SmartConnector Destinations

e Installing the ESM Super and Syslog Connectors

e SmartConnectors Configurations and Advanced Features
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e Command Center

e Accessing Administrator Content

e Content Management and Peering

e ESM User Administration and Notification
e ESM Certification Management

e ESM Backup and Restore

Detaillierter Kursinhalt

Module 1: Introduction to ESM Administration
¢ Describe each ESM system component

Module 2: ESM Distributed Components

¢ Recognize where ESM fits within the ArcSight Architecture

¢ Define each ESM operation modes, Compact and

Distributed, and the issues ESM Distributed Mode comes to

solve

e Describe the ESM Distributed Mode components

¢ Recognize the ArcSight Data Platform (ADP) and its
components

Module 3: Installing ESM Distributed Mode

¢ Plan System Hardware Requirements

e Check Operating System Pre-Installation

e Install ESM Persistor Node

e Install ESM Correlator Aggregator Node

¢ Configure Integration of the Persistor Node

¢ Add Correlator Aggregator Services

¢ Configure Message Bus Data and Control Instances from
Persistor

¢ Configure Repository Instances from Persistor

¢ Configure Distributed Cache on Correlator Aggregators

¢ Run Cert Admin Approveall

e Start All Cluster Wide Services from Persistor Node

Module 4: Maintaining ESM Properties Files and Upgrades

e Customize ArcSight ESM using Properties File
¢ Prepare System for an Upgrade

Upgrade ESM

e Upgrade the ESM Console

Module 5: Installing the ESM Console
¢ |nstall the ESM Console
¢ Customize the ESM Console
¢ Describe Tools available in the ESM Console

Module 6: Installing SmartConnectors
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¢ Describe how Connectors collect, normalize, and cache
events

e Install and configure ArcSight SmartConnectors

e Identify Connector Command Scripts

e Describe how Connectors can be managed from an ESM
Console, a Connector Appliance, or ArcSight Management
Center

Module 7: Managing the Network Model

List Network Model resources
Describe Asset Model resources

Add the following modelling resources:
* Assets

Asset Ranges

* Zones

Network and attach it to a connector
Import Zone and Asset information with the Network Model
wizard

Explain the use of the Asset Import Connector

Module 8: Configuring SmartConnector Destinations

e Get SmartConnector Status

¢ Set SmartConnector Flow-Control

Use SmartConnector Administrative Dashboards

e Configure SmartConnectors for Failover and Dual
Destinations

Module 9: Installing the ESM Super and Syslog Connectors

e Installing and configure a Forwarding Connector
e Installing and configure a Syslog connector

Module 10: SmartConnectors Configurations and Advanced
Features

¢ Configuring SmartConnectors using advanced features
such as turbo mode, map files, event filtering, network
options and event aggregation

e Constructing advanced configuration settings for optimal
performance and data enrichment

Module 11: Command Center

Logging onto the ArcSight Command Center
Identifying functions and navigate the User Interface
Using the ArcSight Command Center Help Facility
Configure:

Authentication

¢ Content

e Storage

Appliances

Identifying stock content dashboards
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Module 12: Accessing Administrator Content

¢ Reviewing Administrator Reports, Dashboards and Filters
¢ Running and Archiving Reports
e Using Administrator Data Monitors

Module 13: Content Management and Peering

e Peering ESMS
¢ Performing Peer Searches
e Creating Packages and Pushing content to a Peer

Module 14: ESM User Administration and Notification

¢ Creating Users and setting User Natifications
e Managing Resource Permissions

¢ Accessing and Modifying Password Properties
e Configuring ArcSight Notifications

Module 15: ESM Certification Management

¢ Describing uses of SSL technology in ArcSight ESM
¢ Describing SSL setup options

¢ Keytool/keytoolgui

e Certadmin

e |dentifying the steps to deploy:

e Self-signed Certificates

e Approve/revoke distributed mode Certificates

¢ CA (Certificate Authority)-signed Certificates

Module 16: ESM Backup and Restore
¢ Restoring the ESM Manager's configurations

e Backing up and restoring ESM
¢ Describing CORR-E Daily Job Archiving
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Uber Fast Lane

Fast Lane ist weltweiter, mehrfach ausgezeichneter Spezialist flir Technologie
und Business-Trainings sowie Beratungsleistungen zur digitalen Transforma-
tion. Als einziger globaler Partner der drei Cloud-Hyperscaler Microsoft, AWS
und Google und Partner von 30 weiteren fuhrenden IT-Herstellern bietet
Fast Lane beliebig skalierbare Qualifizierungslosungen und Professional
Services an. Mehr als 4.000 erfahrene Fast Lane Experten trainieren und be-
raten Kunden jeder Gréfsenordnung in 90 Landern weltweit in den Bereichen
Cloud, kinstliche Intelligenz, Cybersecurity, Software Development, Wireless
und Mobility, Modern Workplace sowie Management und Leadership Skills,
IT- und Projektmanagement.
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Weltweit vertreten
mit High-End-Trainingszentren
rund um den Globus

Deutschland

Fast Lane Institute for Knowledge
Transfer GmbH

Tel. +49 40 25334610
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Mehrfach ausgezeichnet
von Herstellern wie AWS, Microsoft,
Cisco, Google, NetApp, VMware

Osterreich

ITLS GmbH

(ITLS ist ein Partner von Fast Lane)
Tel. +43 1 6000 8800

info@itls.at / www.itls.at
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Fast Lane Services

v Highend-Technologietraining
v/ Business- & Softskill-Training
v Consulting Services

v Managed Training Services

v/ Digitale Lernlésungen

v Content-Entwicklung

v Remote Labs

v/ Talentprogramme

v/ Eventmanagement-Services

Trainingsmethoden

v/ Klassenraumtraining

v Instructor-Led Online Training

v FLEX Classroom — Klassenraum und
ILO kombiniert

v Onsite & Customized Training

v/ E-Learning

v/ Blended & Hybrid Learning

v/ Mobiles Lernen

Technologien und Losungen
v/ Digitale Transformation

v Artificial Intelligence (AI)

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v Data Center

gﬁ
Praxiserfahrene Experten

mit insgesamt mehr als
19.000 Zertifizierungen

Schweiz

Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080
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