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Access Manager Foundations (AMF)

ID AMF Preis 3.200,— € (exkl. MwSt) Dauer 4 Tage

Wichtige Hinweise fur die Buchung von Open-Text-Trainings

Bitte beachten Sie, dass fur die Teilnahme an einem Open-Text-
Training Vorkasse zu leisten ist. Eine Teilnahme an einem Training
ist fir 12 Monate nach Kursbuchung méglich. Stornierungen sind
ausgeschlossen. Weitere Informationen entnehmen Sie bitte
unseren Allgemeinen Geschéftsbedingungen.

Kursuberblick

This fundamental class teaches the basic administration of Access
Management. This role-based training approach is from the
perspective of a team of security administrators building a solution
from scratch, implementing an innerweb and access to and from
the internet via a series of proxy services. It explores security
scenarios through encrypted technologies, certificate management,
authentication, and authorization. Along the way learning how
important it is to protect the network using Risk Services to
stealthily determine the risk of each login. We learn data injection,
auto form fill, multi-homing, role-based decision making, along with
a host of other features of the software. This course provides
demonstrations and hands-on activities using a practical, solutions-
based approach.

Highlights:

Building Reverse Proxies

e Understanding and Configuring x.509 Certificates

e Configuring Risk Management

¢ Configuring Policies with Role-Based Decision Making
e Introduction to Identity Injection

Zielgruppe
All members of the project team, including security teams,

architects, project managers, developers, administrators, and
operations personnel.

Voraussetzungen

To be successful in this course, you should have the following
prerequisites or knowledge:

¢ A basic understanding of the concept of Access
Management.

¢ An understanding of NetlQ eDirectory, NetlQ Identity
Manager and Linux.

¢ A familiarity with basic web services, HTTP Requests and
Responses, HTML tags, and serverside dynamic content
(JSP, ASP or similar) and having familiarity with php, or
JavaScript, or ECMAscript, or RESTful scripting is
requested.

Kursziele

On completion of this course, participants should be able to:

e |Identify the Access Manager Solution

e Describe the difference between appliance and component
installations

¢ Build and configure a Reverse Proxy

¢ Know how to configure SSL for a selfsigned environment

¢ Understand Risk Management

e Create and utilize Classes, Methods, and Contracts and
how to use them in policy and in proxies.

¢ Create and utilize role-based decision making

Kursinhalt

Chapter 1: Install Console and Identity Server

e Access Manager Concepts

¢ Planning Access Manager

e Installing Access Manager

¢ Configuring the Administrative Console
¢ Additional Adjustments

¢ Troubleshooting Installation Issues

Chapter 2: Configuring Access Gateway Service
e Connecting the IDP to the IDM Server

¢ NAM Clusters
¢ Access Gateway Configuration

www.flane.de / www.flane.ch


https:///cos

opentext-

¢ Advanced File Configurator
¢ Adding Additional Administrators

Chapter 3: Rewriting Web Code

¢ Rewriting Web Content
¢ Validating Web Content
¢ Pin List and Other Options

Chapter 4: Configuring Reverse Proxies

e Configuring Network settings to Support Multiple Web Sites
e Web Acceleration

e Proxy Logging

e Proxy Logic

¢ Creating Additional Power Users

Chapter 5: Enable and Protect NAM Web Sites

e What is SSL

SSL Mechanics

e Enabling SSL inside Proxies

e Enable and Protect NAM Web Sites with SSL Certs

Chapter 6: Authentication

¢ Authentication Framework
¢ Authenticating to a Site
¢ Classes, Methods, and Contracts

Chapter 7: Configuring Domain and Multi Homing

¢ Preparing for Multi-Homing
¢ Configuring Multi-Homing
* Web Server Acceleration

¢ Proxy Options

¢ Proxy Configurations

Chapter 8. Mitigating Risk

¢ Policy Introduction

¢ Risk Policy Creation

¢ How Does Risk Work?
¢ Integration

Chapter 9: Modifying the Portal Interface

e Customizing the Identity Server Pages

e Customizing the Identity Server Messages

e Customizing the Access Gateway Error Messages
¢ Customizing the Access Gateway Logout Requests
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Chapter 10: Using Appmarks and Enabling Mobile

¢ Understanding the Web Access Portal
¢ Configuring Mobile Access

Chapter 11: Applications Configuration Using Roles

¢ Policy Review

¢ Access Manager Roles

e Access Manager Authorization

e How Does it Work (Business Case)
¢ Policy Troubleshooting Tools

e Troubleshooting Steps

Chapter 12: Advanced Applications Configuration

e |dentity Injection Overview

¢ Basic and Custom Header Options
e Form Fill Options

e Form Fill Shared Secrets
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Uber Fast Lane

Fast Lane ist weltweiter, mehrfach ausgezeichneter Spezialist flir Technologie
und Business-Trainings sowie Beratungsleistungen zur digitalen Transforma-
tion. Als einziger globaler Partner der drei Cloud-Hyperscaler Microsoft, AWS
und Google und Partner von 30 weiteren fuhrenden IT-Herstellern bietet
Fast Lane beliebig skalierbare Qualifizierungslosungen und Professional
Services an. Mehr als 4.000 erfahrene Fast Lane Experten trainieren und be-
raten Kunden jeder Gréfsenordnung in 90 Landern weltweit in den Bereichen
Cloud, kinstliche Intelligenz, Cybersecurity, Software Development, Wireless
und Mobility, Modern Workplace sowie Management und Leadership Skills,
IT- und Projektmanagement.
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Weltweit vertreten
mit High-End-Trainingszentren
rund um den Globus

Deutschland

Fast Lane Institute for Knowledge
Transfer GmbH

Tel. +49 40 25334610

info@flane.de / www.flane.de

Mehrfach ausgezeichnet
von Herstellern wie AWS, Microsoft,
Cisco, Google, NetApp, VMware

Osterreich

ITLS GmbH

(ITLS ist ein Partner von Fast Lane)
Tel. +43 1 6000 8800

info@itls.at / www.itls.at
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Fast Lane Services

v Highend-Technologietraining
v/ Business- & Softskill-Training
v Consulting Services

v Managed Training Services

v/ Digitale Lernlésungen

v Content-Entwicklung

v Remote Labs

v/ Talentprogramme

v/ Eventmanagement-Services

Trainingsmethoden

v/ Klassenraumtraining

v Instructor-Led Online Training

v FLEX Classroom — Klassenraum und
ILO kombiniert

v Onsite & Customized Training

v/ E-Learning

v/ Blended & Hybrid Learning

v/ Mobiles Lernen

Technologien und Losungen
v/ Digitale Transformation

v Artificial Intelligence (AI)

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v Data Center

gﬁ
Praxiserfahrene Experten

mit insgesamt mehr als
19.000 Zertifizierungen

Schweiz

Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080
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http://www.tcpdf.org

