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Fortify-DAST-22.1-Weblnspect Dynamic Application Security
Testing includes Professional Certification exam (W1250-200)

ID WI250-200 Preis 3.200,— € (exkl. MwSt) Dauer 4 Tage

Wichtige Hinweise fiir die Buchung von Open-Text-Trainings

Bitte beachten Sie, dass fur die Teilnahme an einem Open-Text-
Training Vorkasse zu leisten ist. Eine Teilnahme an einem Training
ist fir 12 Monate nach Kursbuchung méglich. Stornierungen sind
ausgeschlossen. Weitere Informationen entnehmen Sie bitte
unseren Allgemeinen Geschéftsbedingungen.

Kursiberblick

In this training you will learn how Weblnspect automates DAST
(Dynamic Application Security Testing). Security professionals and
compliance auditors will practice how to efficiently scan Web
applications, Web services, and REST API. Then, navigate the
scan results to analyze the detected vulnerabilities to secure your
applications. This course includes many practical hands-on
exercises for the beginner and intermediate Weblnspect user.

Zielgruppe

This course is intended for those whose primary responsibilities
include:

e Evaluating your organization's application security posture,
quality, and compliance

e Application development and dynamic testing
¢ Quality Assurance (QA) testing

Voraussetzungen

To be successful in this course, you should have the following
prerequisites or knowledge.

¢ An understanding of basic Web communication protocols.

¢ Familiarity with some of the most common Web application

vulnerabilities

Kursziele

Upon successful completion of this course, you should be able to:

¢ Define how an attacker looks at a web application for
exploitation

¢ Define HTTP protocol to search for vulnerabilities

¢ Recognize the functional characteristics and components of
Weblnspect

¢ Create comprehensive, manual, work-flow driven, REST
APl and Web services scans

¢ Create Web macros, custom scan policies and reports

¢ Analyze the scan results and investigate vulnerabilities

e Utilize the Weblnspect’'s Application settings, Scan
settings and the security toolkit

Kursinhalt

e Module 1: Application Security and OWASP Top 10
e Module 2: Weblnspect Components and Concepts
e Module 3: Scanning and Macros

e Module 4: Mobile Scanning

e Module 5: HTTP for Security Testers

* Module 6: Scan Results

e Module 7: Managing Scan Policies

e Module 8: Reports

e Module 9: Web Services and REST API Scanning
e Module 10: Application and Default Scan Settings
e Module 11: Security Toolkit

Detaillierter Kursinhalt
Module 1: Application Security and OWASP Top 10

e Recognize an attackers point of view and exploits

e Define OWASP Top 10 and 7 Pernicious Kingdoms

e Identify the Software Development Life Cycle (SDLC)
Module 2: Weblnspect Components and Concepts

¢ Define the components and features of Weblnspect

¢ Be familiar with DAST and its challenges
¢ Recognize the importance of Weblnspect Agent
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Module 3: Scanning and Macros
e Create unauthenticated and authenticated scans
e Produce Login and Workflow macros
e Utilize pre-scan security tools
¢ Review Scan Performance and Errors

Module 4: Mobile Scanning

¢ Define OWASP Top 10 for mobile
¢ Apprehend scanning Mobile APIs

Module 5: HTTP for Security Testers
e |dentify operational and syntactical characteristics of HTTP
¢ Distinguish 4 types of HTTP Data and explain each method
of testing
Module 6: Scan Results
¢ Recognize the elements of the scan results page
¢ Navigate the scan results page
¢ Remediate vulnerabilities
¢ Retrieve log files

Module 7: Managing Scan Policies

¢ Understand the Compliance and Policy Manager
e Utilize the default and custom scan policies

Module 8: Reports

¢ Recognize Weblnspect's default Reports
¢ Creating Custom Reports

Module 9: Web Services and REST API Scanning

¢ Create a Web Services Scan
e Create a REST API Scan

Module 10: Application and Default Scan Settings

e Recognize the different settings for Weblnspect and
Weblnspect Scans

Module 11: Security Toolkit

¢ |dentify Weblnspect's standard and restricted tools
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Uber Fast Lane

Fast Lane ist weltweiter, mehrfach ausgezeichneter Spezialist flir Technologie
und Business-Trainings sowie Beratungsleistungen zur digitalen Transforma-
tion. Als einziger globaler Partner der drei Cloud-Hyperscaler Microsoft, AWS
und Google und Partner von 30 weiteren fuhrenden IT-Herstellern bietet
Fast Lane beliebig skalierbare Qualifizierungslosungen und Professional
Services an. Mehr als 4.000 erfahrene Fast Lane Experten trainieren und be-
raten Kunden jeder Gréfsenordnung in 90 Landern weltweit in den Bereichen
Cloud, kinstliche Intelligenz, Cybersecurity, Software Development, Wireless
und Mobility, Modern Workplace sowie Management und Leadership Skills,
IT- und Projektmanagement.
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Weltweit vertreten
mit High-End-Trainingszentren
rund um den Globus

Deutschland

Fast Lane Institute for Knowledge
Transfer GmbH

Tel. +49 40 25334610
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Mehrfach ausgezeichnet
von Herstellern wie AWS, Microsoft,
Cisco, Google, NetApp, VMware

Osterreich

ITLS GmbH

(ITLS ist ein Partner von Fast Lane)
Tel. +43 1 6000 8800

info@itls.at / www.itls.at
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Fast Lane Services

v Highend-Technologietraining
v/ Business- & Softskill-Training
v Consulting Services

v Managed Training Services

v/ Digitale Lernlésungen

v Content-Entwicklung

v Remote Labs

v/ Talentprogramme

v/ Eventmanagement-Services

Trainingsmethoden

v/ Klassenraumtraining

v Instructor-Led Online Training

v FLEX Classroom — Klassenraum und
ILO kombiniert

v Onsite & Customized Training

v/ E-Learning

v/ Blended & Hybrid Learning

v/ Mobiles Lernen

Technologien und Losungen
v/ Digitale Transformation

v Artificial Intelligence (AI)

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v Data Center

gﬁ
Praxiserfahrene Experten

mit insgesamt mehr als
19.000 Zertifizierungen

Schweiz

Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080
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