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Course Overview

The HPE Aruba Networking Security Fundamentals, Rev. 24.41
course teaches you foundational security concepts and prepares
you to take the exam to achieve the ACA - Network Security (ACA-
NS) certification. The course describes common security threats
and vulnerabilities and provides an overview of important security
technologies. You will learn how to create a trusted network
infrastructure with HPE Aruba Networking mobility solutions and
switches. In addition to discussing device hardening, the course
covers implementing security at the edge with AAA, basic roles
and firewall policies, dynamic segmentation, and endpoint
classification. The course will further explain basic threat detection
technologies and how to collect logs and alarms, and use them to
initiate an investigation.

Who should attend

Typical candidates for this course are network or help desk
engineers working in a customer or partner environment with six
months to a year of experience in networking in both wired and
wireless environments.

This course is part of the following Certifications

HPE Aruba Networking Certified Associate - Network
Security (ACA-NS)

Prerequisites
It is highly recommended that candidates have a basic

understanding of networking and security concepts before taking
this course.

Course Objectives

After you successfully complete this course, expect to be able to:

Protect and Defend

¢ Define security terminology
¢ Harden devices

e Secure a WLAN

e Secure a wired LAN

e Secure the WAN

¢ Classify endpoints

Analyze

e Threat detection
e Troubleshooting
¢ Endpoint classification

Investigate

¢ Forensics

Course Content

e Security Threats and Security Strategy

e Security Technologies

¢ Hardening AOS-CX Switches

e Hardening AOS Devices

e Secure LAN Protocols

¢ Network Authentication and Encryption Technologies
e Edge Security with HPE Aruba Networking

Detailed Course Outline

e Security Threats and Security Strategy

e Security Technologies

e Hardening AOS-CX Switches

e Hardening AOS Devices

e Secure LAN Protocols

¢ Network Authentication and Encryption Technologies
¢ Edge Security with HPE Aruba Networking
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About Fast Lane

Fast Lane is a global, award-winning specialist in technology and business
training as well as consulting services for digital transformation. As the only
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions
and professional services that can be scaled as needed. More than 4,000

experienced Fast Lane professionals train

andadvise customersinorganizations

of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cybersecurity, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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Worldwide Presence
with high-end training centers
around the globe

Germany

Fast Lane Institute for Knowledge
Transfer GmbH

Tel. +49 40 25334610
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Austria

ITLS GmbH

(Partner of Fast Lane)
Tel. +43 1 6000 8800
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Fast Lane Services

v High End Technology Training
v Business & Soft Skill Training
v Consulting Services

v Managed Training Services

v Digital Learning Solutions

v Content Development

v/ Remote Labs

v/ Talent Programs

v Event Management Services

Training Methods

v Classroom Training

v Instructor-Led Online Training

v FLEX Classroom — Classroom &
Online Hybrid

v Onsite & Customized Training

v/ E-Learning

v Blended & Hybrid Learning

v Mobile Learning

Technologies & Solutions
v Digital Transformation

v Artificial Intelligence

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v/ Data Center

gg@
Experienced SMEs
with over 19.000 combined

certifications

Switzerland

Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080
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