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Designing and Implementing Cloud Connectivity (ENCC)

ID ENCC Price 4,390.— €excl. tax) Duration 4 days

Course Overview

The Designing and Implementing Cloud Connectivity (ENCC)
training helps you develop the skills required to design and
implement enterprise cloud connectivity solutions. You will learn
how to leverage both private and public internet-based connectivity
to extend the enterprise network to cloud providers, such as
Amazon Web Services (AWS), Microsoft Azure, and Google Cloud
Platform (GCP). You will explore the basic concepts surrounding
public cloud infrastructure and how services like Software as a
Service (SaaS), Direct Internet Access (DIA), and Cisco Umbrella
can be integrated. You will practice how to analyze and
recommend connectivity models that are scalable, resilient, secure,
and provide the best quality of experience for users. You will learn
to implement both Internet Protocol Security (IPsec) and Software-
Defined Wide-Area Network (SD-WAN) cloud connectivity, as well
as build overlay routing with Open Shortest Path First (OSPF) and
Border Gateway Protocol (BGP). You will also implement control
and data policies across the SD-WAN fabric and integrate Cisco
Umbrella cloud security. Finally, you will practice troubleshooting
cloud connectivity issues relating to IPsec, SD-WAN, routing,
application performance, and policy application.

This training prepares you for the 300-440 ENCC v1.0 exam. If
passed, you earn the Cisco Certified Specialist—Enterprise Cloud
Connectivity certification and satisfy the concentration exam
requirement for the Cisco Certified Network Professional (CCNP)
Enterprise certification. How You'll Benefit

This training will help you:

¢ Develop the skills required to design and implement
enterprise cloud connectivity solutions
e Learn how to apply the virtual private network (VPN) and

overlay networking technology, including Cisco Catalyst SD-

WAN to extend the enterprise network to cloud providers,

e Gain knowledge for protocols, solutions, and designs to
acquire professional-level and expert-level enterprise roles

¢ Prepare for the 300-440 ENCC v1.0 exam

e Earn 32 CE credits toward recertification

What to Expect in the Exam

300-440 ENCC: Designing and Implementing Cloud Connectivity is
a 90-minute exam associated with the Cisco Certified
Specialist—-Enterprise Cloud Connectivity certification and satisfies
the concentration exam requirement for the CCNP Enterprise
certification.

The multiple-choice format tests your knowledge of designing and
implementing cloud connectivity, including:

¢ Architecture models
¢ |Psec

e SD-WAN

e Operation

¢ Design

Who should attend

¢ Cloud Architects

¢ Cloud Administrators

¢ Cloud Engineers

¢ Cloud Network Engineers

¢ Cloud Automation Engineers
¢ Cloud Systems Engineers

e Security Analysts

¢ Cloud Security Managers

¢ Cloud Consultants

¢ Cloud Application Developers
e Systems Engineers

¢ Technical Solutions Architect

such as AWS, Microsoft Azure, and GCP using both private  This course is part of the following Certifications

connectivity services and public internet as an underlay

¢ Examine the solutions for optimizing access to SaasS cloud

providers and the workflows for diagnosing and
troubleshooting cloud connectivity issues

Cisco Certified Network Professional Enterprise (CCNP
ENTERPRISE)
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Prerequisites

The knowledge and skills you are expected to have before
attending this training are:

¢ Basic understanding of enterprise routing

¢ Basic understanding of WAN networking

¢ Basic understanding of VPN technology

¢ Basic understanding of Cisco Catalyst SD-WAN
¢ Basic understanding of Public Cloud services

These skills can be found in the following Cisco Learning Offerings:

¢ Implementing and Administering Cisco Solutions (CCNA)
v2.2

¢ Implementing and Operating Cisco Enterprise Network
Core Technologies (ENCOR)

e Cisco SDWAN Fundamentals (SDWFEND)

e Implementing Cisco SD-WAN Security and Cloud Solutions

(SDWSCS)

Course Objectives

¢ Describe the fundamental components and concepts of
cloud computing, including deployment models, cloud
services, and cloud providers, to provide learners with a
comprehensive overview of the subject

¢ Describe the options available for establishing connectivity
to public cloud services, including point-to-point IPsec VPN
and various Cisco Catalyst SD-WAN Cloud OnRamp
deployment options

e Describe private connectivity options to public cloud
provider infrastructure

¢ Describe the available options for connectivity to SaaS
applications from a geographically distributed
organization’s premises

¢ Describe various cloud connectivity options and explore
high availability, resiliency, and scalability capabilities with
Cisco cloud connectivity

e Describe and explore public cloud security and its
components comprehensively

¢ Describe regulatory compliance requirements

¢ Explain the available options and describe the procedures
for implementing IPsec-driven internet-based public cloud
connectivity

¢ Introduce overlay routing

e Introduce the Cisco Catalyst SD-WAN capabilities for
internet-based public cloud connectivity

¢ Describe Cisco SD-WAN native and cloud security
capabilities

¢ Introduce the Cloud OnRamp for SaaS
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Introduce the Catalyst Cisco SD-WAN Policies

Introduce AppQoE

Describe how to diagnose and troubleshoot common
issues for connectivity to public cloud environments using
internet-based connectivity

Troubleshoot OSPF, BGP, route redistribution, and static
routes deployed in cloud environments

Describe Cisco SD-WAN and connectivity to public cloud
providers

Detailed Course Outline

Public Cloud Fundamentals

Internet-Based Connectivity to Public Cloud

Private Connectivity to Public Cloud

SaaS Connectivity

Resilient and Scalable Public Cloud Connectivity
Cloud-Native Security Policies

Regulatory Compliance Requirements
Internet-Based Public Cloud Connectivity

Overlay Routing Deployment

Cisco SD-WAN Internet-Based Cloud Connectivity
Cisco SD-WAN Cloud Security

Cloud OnRamp for Saas

Cisco SD-WAN Policies

Application Quality of Experience

Internet-Based Public Cloud Connectivity Diagnostics
Overlay Routing Diagnostics

Cisco SD-WAN Public Cloud Connectivity Diagnostics
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About Fast Lane

Fast Lane is a global, award-winning specialist in technology and business
training as well as consulting services for digital transformation. As the only
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions
and professional services that can be scaled as needed. More than 4,000

experienced Fast Lane professionals train

andadvise customersinorganizations

of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cybersecurity, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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Fast Lane Institute for Knowledge
Transfer GmbH

Tel. +49 40 25334610
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ITLS GmbH

(Partner of Fast Lane)
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Fast Lane Services

v High End Technology Training
v Business & Soft Skill Training
v Consulting Services

v Managed Training Services

v Digital Learning Solutions

v Content Development

v/ Remote Labs

v/ Talent Programs

v Event Management Services

Training Methods

v Classroom Training

v Instructor-Led Online Training

v FLEX Classroom — Classroom &
Online Hybrid

v Onsite & Customized Training

v/ E-Learning

v Blended & Hybrid Learning

v Mobile Learning

Technologies & Solutions
v Digital Transformation

v Artificial Intelligence

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v/ Data Center

gg@
Experienced SMEs
with over 19.000 combined

certifications

Switzerland

Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080
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