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Cisco I0S XR Broadband Network Gateway Implementation and

Verification (IOSXR304)

ID IOSXR304 Price US$ 4,000.—(excl. tax) Duration 4 days

This is a Cisco Learning Services course and is delivered directly
by Cisco.

Course Overview

The Cisco I10S XR Broadband Network Gateway
Implementation and Verification (IOSXR304) v1.0 course
teaches you how to successfully deploy, configure, operate,
maintain, and support a Cisco IOS® XR Broadband Network
Gateway (BNG) solution. This course will show you how to
implement and verify BNG on a Cisco IOS XR device to manage
subscriber access. You will also learn how to implement and verify
subscriber management functions, including authentication,
authorization, and accounting of subscriber sessions, address
assignment, security, policy management, and Quality of Service

(Qos).

How You'll Benefit

Upon completion of this course, you will be able to:

¢ Describe the architecture and function of the Cisco IOS XR
Broadband Network Gateway

e Configure and verify Authentication, Authorization, and
Accounting (AAA) in a Broadband Network Gateway
deployment

¢ Define policies to control subscriber traffic

¢ Establish and verify subscriber sessions

¢ Prioritize subscriber traffic using QoS

¢ Implement subscriber features

¢ Deploy redundancy for subscriber sessions

Who should attend

e System installers

e System integrators

e System administrators
¢ Network administrators
e Solution designers

Prerequisites

It is recommended that a learner has the following knowledge and
skills before attending this course:

e Experience working with Cisco I0S XR Software-based
platforms

¢ Basic understanding of routing protocols and Multiprotocol
Label Switching (MPLS)

¢ Basic understanding of AAA functions

Course Objectives

This course will help you:

¢ Prepare to deploy, implement, configure, operate, and
maintain a Cisco 10S XR BNG solution

e Gain hands-on practice using BNG with lab exercises

e Deepen your understanding of the Cisco I0S XR BNG
solution

After taking this course, you should be able to:

e Describe the architecture and function of the Cisco 10S XR
Broadband Network Gateway

e Configure and verify Authentication, Authorization, and
Accounting (AAA) in a Broadband Network Gateway
deployment

¢ Define policies to control subscriber traffic

e Establish and verify subscriber sessions

¢ Prioritize subscriber traffic using QoS

¢ Implement subscriber features

¢ Deploy redundancy for subscriber sessions

Detailed Course Outline

Broadband Network Gateway Overview

* BNG Architecture
e BNG Software and Hardware Requirements
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Configuring and Verifying Authentication, Authorization, and

Accounting

e AAA Overview and Operation
¢ RADIUS Operation and Configuration
¢ DIAMETER Operation and Configuration

Activating Control Policy

e Control Policy Overview
¢ Creating and Activating Class Maps and Policy Maps
¢ Defining Dynamic Template

s Establishing Subscriber Sessions

e Subscriber Session Overview

e Establishing IPOE and PPPoOE Sessions
e DHCP Operation

e Subscriber Interface Neighbor Discovery
e Static Session and Session Limits

e BGP Subscriber Support

Deploying Quality of Service

e Quality of Service Overview and QoS Feature Support
¢ RADIUS Based Policing
¢ Share Policy Instances and Merged Policy-Maps

Configuring Subscriber Features

e Managing Control Plane Traffic

e Controlling Packet Forwarding

¢ Providing Multicast Services

e Routing and Traffic Mirroring on Subscriber Sessions

BNG Geo Redundancy and XML Support

¢ Geo Redundancy Overview and Deployment Models
¢ Configuring and Verifying Geo Redundancy
e XML Support
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About Fast Lane

Fast Lane is a global, award-winning specialist in technology and business
training as well as consulting services for digital transformation. As the only
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions
and professional services that can be scaled as needed. More than 4,000

experienced Fast Lane professionals train

andadvise customersinorganizations

of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cybersecurity, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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Transfer GmbH
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Fast Lane Services

v High End Technology Training
v Business & Soft Skill Training
v Consulting Services

v Managed Training Services

v Digital Learning Solutions

v Content Development

v/ Remote Labs

v/ Talent Programs

v Event Management Services

Training Methods

v Classroom Training

v Instructor-Led Online Training

v FLEX Classroom — Classroom &
Online Hybrid

v Onsite & Customized Training

v/ E-Learning

v Blended & Hybrid Learning

v Mobile Learning

Technologies & Solutions
v Digital Transformation

v Artificial Intelligence

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v/ Data Center
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Switzerland

Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080
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