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Implementing Automation for Cisco Security Solutions (SAUI)

ID SAUI   Price 2,795.— €  (excl. tax)   Duration 3 days

Course Overview

The Implementing Automation for Cisco Security Solutions
(SAUI) course teaches you how to design advanced automated
security solutions for your network. Through a combination of
lessons and hands-on labs, you will master the use of modern
programming concepts, RESTful Application Program Interfaces
(APIs), data models, protocols, firewalls, web, Domain Name
System (DNS), cloud, email security, and Cisco® Identity Services
Engine (ISE) to strengthen cybersecurity for your web services,
network, and devices. You will learn to work within the following
platforms: Cisco Firepower® Management Center, Cisco
Firepower Threat Defense, Cisco ISE, Cisco pxGrid, Cisco
Stealthwatch® Enterprise, Cisco Stealthwatch Cloud, Cisco
Umbrella®, Cisco Advanced Malware Protection (AMP), Cisco
Threat grid, and Cisco Security Management Appliances. This
course will teach you when to use the API for each Cisco security
solution to drive network efficiency and reduce complexity.

This course prepares you for 300-735 Automating and
Programming Cisco Security Solutions (SAUTO) certification
exam. Introducing Automation for Cisco Solutions (CSAU) is
required prior to enrolling in Implementing Automation for Cisco
Security Solutions (SAUI) because it provides crucial foundational
knowledge essential to success. This course also earns you 24
Continuing Education (CE) credits towards recertification.

  How You'll Benefit

This course will help you:

Gain the knowledge and skills to use automation and
programmability to design more efficient networks, increase
scalability, and protect against cyberattacks
Learn how to create APIs to streamline cloud-based,
network security solutions for your organization
Earn 24 CE credits toward recertification
Prepares you for the 300-735 SAUTO exam

What to Expect in the Exam

The 300-735 SAUTO exam certifies your knowledge and skills for
implementing Security automated solutions including programming
concepts, RESTful APIs, data models, protocols, firewalls, web,
DNS, cloud, email security, and ISE.

After you pass 300-735 SAUTO exam, you earn the Cisco Certified
DevNet Specialist - Security Automation and Programmability
certification, and you satisfy the concentration exam requirement
for these professional-level certifications:

Cisco Certified Network Professional Security (CCNP
SECURITY)
Cisco Certified DevNet Professional / CCNP Automation 
(CCDNP)

Who should attend

This course is designed primarily for professionals in job roles such
as:

Network engineer
Systems engineer
Wireless engineer
Consulting systems engineer
Technical solutions architect
Network administrator
Wireless design engineer
Network manager
Sales engineer
Account manager

This course is part of the following Certifications

Cisco Certified Network Professional Security (CCNP SECURITY)
Cisco Certified DevNet Professional / CCNP Automation (CCDNP)

Prerequisites

Before enrolling in this course, you should have professional level
knowledge in the following areas:

Basic programming language concepts
Basic understanding of virtualization
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Ability to use Linux and Command Line Interface (CLI)
tools, such as Secure Shell (SSH) and bash
CCNP level core networking knowledge
CCNP level security networking knowledge

The following Cisco courses can help you gain the knowledge you
need to prepare for this course:

Implementing and Administering Cisco Solutions (CCNA)
v2.2
Introducing Automation for Cisco Solutions (CSAU)
Implementing and Operating Cisco Security Core
Technologies (SCOR)

Course Objectives

After taking this course, you should be able to:

Describe the overall architecture of the Cisco security
solutions and how APIs help enable security
Know how to use Cisco Firepower APIs
Explain how pxGrid APIs function and their benefits
Demonstrate what capabilities the Cisco Stealthwatch APIs
offer and construct API requests to them for configuration
changes and auditing purposes
Describe the features and benefits of using Cisco
Stealthwatch Cloud APIs
Learn how to use the Cisco Umbrella Investigate API
Explain the functionality provided by Cisco AMP and its
APIs
Describe how to use Cisco Threat Grid APIs to analyze,
search, and dispose of threats

Detailed Course Outline

Introducing Cisco Security APIs
Consuming Cisco Advanced Malware Protection APIs
Using Cisco ISE
Using Cisco pxGrid APIs
Using Cisco Threat Grid APIs
Investigating Cisco Umbrella Security Data
Programmatically
Exploring Cisco Umbrella Reporting and Enforcement APIs
Automating Security with Cisco Firepower APIs
Operationalizing Cisco Stealthwatch and the API
Capabilities
Using Cisco Stealthwatch Cloud APIs
Describing Cisco Security Management Appliance APIs
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About Fast Lane 
Fast Lane is a global, award-winning specialist in technology and business 
training as well as consulting services for digital transformation. As the only 
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions 
and professional services that can be scaled as needed. More than 4,000 
experienced Fast Lane professionals train and advise customers in organizations 
of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cyber security, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.

Worldwide Presence
with high-end training centers 

around the globe

Multiple Awards 
from vendors such as AWS, 

Microsoft, Cisco, Google, NetApp, 
VMware

Experienced SMEs
with over 19.000 combined 

certifications

Germany
Fast Lane Institute for Knowledge 
Transfer GmbH 
Tel. +49 40 25334610
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Austria
ITLS GmbH 
(Partner of Fast Lane)
Tel. +43 1 6000 8800
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Switzerland
Fast Lane Institute for Knowledge 
Transfer (Switzerland) AG 
Tel. +41 44 8325080
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Fast Lane Services
3 High End Technology Training
3 Business & Soft Skill Training
3 Consulting Services
3 Managed Training Services
3 Digital Learning Solutions
3 Content Development
3 Remote Labs
3 Talent Programs
3 Event Management Services

Training Methods
3 Classroom Training
3 Instructor-Led Online Training
3 FLEX Classroom – Classroom & 
    Online Hybrid
3 Onsite & Customized Training
3 E-Learning
3 Blended & Hybrid Learning
3 Mobile Learning

Technologies & Solutions
3 Digital Transformation
3 Artificial Intelligence
3 Cloud
3 Networking
3 Cyber Security
3 Wireless & Mobility
3 Modern Workplace
3 Data Center 

AUTHORIZED
Training Provider

Platinum Learning Partner
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