afran]
CISCO
Partner

Platinum Learning

=Fast Lane

Implementing and Operating Cisco Security Core Technologies

(SCOR)

ID SCOR Price 3,595.— €(excl. tax) Duration 5 days

Course Overview

The Implementing and Operating Cisco Security Core
Technologies (SCOR) training helps you gain the skills and
technologies needed to implement core Cisco security solutions.
This training will ready you to provide advanced threat protection
against cybersecurity attacks and prepare you for senior-level
security roles.

This training prepares you for the 350-701 SCOR v1.1 exam. If
passed, you earn the Cisco Certified Specialist - Security Core
certification and satisfy the core exam requirement for the Cisco
Certified Network Professional (CCNP) Security and Cisco
Certified Internetwork Expert (CCIE) Security certifications. This
training also earns you 64 Continuing Education (CE) credits
towards recertification.

Please note that this course lab access is extended for 1 week
following the ILT session, for students to complete all
additional self-study lab exercises. How You'll Benefit

This training will help you:

e Gain hands-on experience implementing core security
technologies and learn best practices using Cisco security
solutions

¢ Qualify for professional and expert-level security job roles

¢ Prepare for the 350-701 SCOR v1.1 exam

e Earn 64 CE credits towards recertification

What to Expect in the Exam

Implementing and Operating Cisco Security Core Technologies
(350-701 SCOR) v1.1 is a 120-minute exam associated with the
Cisco Certified Specialist - Security Core certification and satisfies
the core exam requirement for the CCNP Security and CCIE
Security certifications.

This exam tests your knowledge of implementing and operating
core security technologies, including:

¢ Network security

¢ Cloud security

e Content security

e Endpoint protection and detection
* Secure network access

e Visibility and enforcement

Exclusive to Fast Lane /iTLS:

Extended lab hours after the course

Who should attend

e Security Engineers

e Network Engineers

¢ Network Designers

* Network Administrators

e Systems Engineers

e Consulting Systems Engineers
e Technical Solutions Architects
¢ Cisco Integrators and Partners
¢ Network Managers

* Program Managers

¢ Project Managers

This course is part of the following Certifications

Cisco Certified Network Professional Security (CCNP SECURITY)

Prerequisites

There are no formal prerequisites for this training. However, the
knowledge and skills you are recommended to have before
attending this training are:

e Familiarity with Ethernet and TCP/IP networking

¢ Working knowledge of the Windows operating system

¢ Working knowledge of Cisco IOS networking and concepts
e Familiarity with basics of networking security concept
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s These skills can be found in the following Cisco Learning
Offering:

e Implementing and Administering Cisco Solutions (CCNA)
v2.2

Course Objectives

After taking this course, you should be able to:

¢ Describe information security concepts and strategies
within the network

¢ Describe security flaws in the transmission protocol/internet
protocol (TCP/IP) and how they can be used to attack
networks and hosts

¢ Describe network application-based attacks

¢ Describe how various network security technologies work
together to guard against attacks

¢ Implement access control on Cisco Secure Firewall
Adaptive Security Appliance (ASA)

¢ Deploy Cisco Secure Firewall Threat Defense basic
configurations

e Deploy Cisco Secure Firewall Threat Defense IPS,
malware, and fire policies

¢ Deploy Cisco Secure Email Gateway basic configurations

¢ Deploy Cisco Secure Email Gateway policy configurations

¢ Describe and implement basic web content security
features and functions provided by Cisco Secure Web
Appliance

e Describe various attack techniques against the endpoints

¢ Describe Cisco Umbrella® security capabilities,
deployment models, policy management, and Investigate
console

¢ Provide basic understanding of endpoint security and be
familiar with common endpoint security technologies

¢ Describe Cisco Secure Endpoint architecture and basic
features

e Describe Cisco Secure Network Access solutions

e Describe 802.1X and extensible authentication protocol
(EAP) authentication

¢ Configure devices for 802.1X operations

¢ Introduce VPNs and describe cryptography solutions and
algorithms

¢ Describe Cisco secure site-to-site connectivity solutions

e Deploy Cisco Internetwork Operating System (Cisco IOS®)
Virtual Tunnel Interface (VTI)-based point-to-point IPsec
VPNs

¢ Configure point-to-point IPsec VPNs on the Cisco Secure
Firewall ASA and Cisco Secure Firewall Threat Defense

¢ Describe Cisco secure remote access connectivity
solutions

¢ Deploy Cisco secure remote access connectivity solutions
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Provide an overview of network infrastructure protection
controls

Examine various defenses on Cisco devices that protect
the control plane

Configure and verify Cisco I0S software layer 2 data plane
controls

Configure and verify Cisco 10S software and Cisco ASA
layer 3 data plane controls

Examine various defenses on Cisco devices that protect
the management plane

Describe the baseline forms of telemetry recommended for
network infrastructure and security devices

Describe deploying Cisco Secure Network Analytics
Describe basics of cloud computing and common cloud
attacks

Describe how to secure cloud environment

Describe the deployment of Cisco Secure Cloud Analytics
Describe basics of software-defined networks and network
programmability

Detailed Course Outline

Network Security Technologies

Cisco Secure Firewall ASA Deployment

Cisco Secure Firewall Threat Defense Basics
Cisco Secure Firewall Threat Defense IPS, Malware, and
File Policies

Cisco Secure Email Gateway Basics

Cisco Secure Email Policy Configuration

Cisco Secure Web Appliance Deployment

VPN Technologies and Cryptography Concepts
Cisco Secure Site-to-Site VPN Solutions

Cisco 10S VTI-Based Point-to-Point IPsec VPNs
Point-to-Point IPsec VPNs on the Cisco Secure Firewall
ASA and Cisco Secure Firewall Threat Defense
Cisco Secure Remote-Access VPN Solutions
Remote-Access SSL VPNs on the Cisco Secure Firewall
ASA and Cisco Secure Firewall Threat Defense
Describing Information Security Concepts
Describe Common TCP/IP Attacks

Describe Common Network Application Attacks
Common Endpoint Attacks

Cisco Umbrella Deployment

Endpoint Security Technologies

Cisco Secure Endpoint

Cisco Secure Network Access Solutions

802.1X Authentication

802.1X Authentication Configuration

Network Infrastructure Protection

Control Plane Security Solutions

Layer 2 Data Plane Security Controls

Layer 3 Data Plane Security Controls
Management Plane Security Controls
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¢ Traffic Telemetry Methods

e Cisco Secure Network Analytics Deployment
e Cloud Computing and Cloud Security

¢ Cloud Security

¢ Cisco Secure Cloud Analytics Deployment

¢ Software-Defined Networking
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About Fast Lane

Fast Lane is a global, award-winning specialist in technology and business
training as well as consulting services for digital transformation. As the only
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions
and professional services that can be scaled as needed. More than 4,000

experienced Fast Lane professionals train

andadvise customersinorganizations

of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cybersecurity, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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Transfer GmbH
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Fast Lane Services

v High End Technology Training
v Business & Soft Skill Training
v Consulting Services

v Managed Training Services

v Digital Learning Solutions

v Content Development

v/ Remote Labs

v/ Talent Programs

v Event Management Services

Training Methods

v Classroom Training

v Instructor-Led Online Training

v FLEX Classroom — Classroom &
Online Hybrid

v Onsite & Customized Training

v/ E-Learning

v Blended & Hybrid Learning

v Mobile Learning

Technologies & Solutions
v Digital Transformation

v Artificial Intelligence

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v/ Data Center
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Switzerland

Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080
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