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Implementing Cisco SD-WAN Security and Cloud Solutions

(SDWSCS)

ID SDWSCS Price 2,995.— €(excl. tax) Duration 3 days

Course Overview

The Implementing Cisco SD-WAN Security and Cloud Solutions
(SDWSCS) v1.0 course is an advanced training course focused on
Cisco SD-WAN security and cloud services. Through a series of
labs and lectures you will learn about on-box security services,
including application aware enterprise firewall, intrusion prevention,
URL filtering, malware protection, and TLS or SSL decryption. You
will also learn about cloud integration with multiple cloud services
providers and multiple use-cases.

Additionally, the lab will allow you to configure and deploy local
security services and cloud security services with the Cisco
Umbrella Secure Internet Gateway (SIG), as well as integrate the
Cisco SD-WAN fabric with a cloud service provider using the Cisco
vManage automated workflows.

How you'll benefit This course will help you:

¢ Introduce you to the security and cloud services available in
Cisco SD-WAN.

¢ Expand your knowledge of integrated security services,
such as the application aware firewall and intrusion
prevention and cloud and collocated security services in on-
premises and private or public cloud environments.

¢ Help you understand drivers, benefits, available features,
and the architecture of Cisco SD-WAN integrated and
distributed security and cloud networking services.

Who should attend

This course is designed for the following roles:

¢ Network engineers

¢ Network security engineers
¢ Network architects
Sales/presales engineers

Prerequisites

Before taking this course, you should have a:

¢ Basic understanding of enterprise routing

¢ Basic understanding of WAN networking

¢ Basic understanding of Cisco SD-WAN

¢ Basic understanding of Public Cloud services

These recommended Cisco learning offerings may help students
meet these prerequisites:

e |Implementing and Administering Cisco Solutions (CCNA)
v2.0

¢ Implementing Cisco SD-WAN Solutions (ENSDWI)

e Cisco SD-WAN Operation and Deployment (SDWFEND)

Course Objectives

After completing the course, you should be able to:

Describe Cisco SD-WAN security functions and
deployment options

Understand how to deploy on-premises threat prevention
Describe content filtering options

Implement secure Direct Internet Access (DIA)

Explain and implement service chaining

Explore Secure Access Service Edge (SASE) and identify
use cases

Describe Umbrella Secure Internet Gateway (SIG) and
deployment options

Implement Cisco Umbrella SIG and DNS policies
Explore and implement Cloud Access Security Broker
(CASB) and identify use cases (including Microsoft 365)
Discover how to use Cisco ThousandEyes to monitor cloud
services

Configure Cisco ThousandEyes to monitor Microsoft 365
applications

Examine how to protect and optimize access to the
software as a service (SaaS) application with Cisco SD-
WAN Cloud OnRamp

Discover and deploy Cloud OnRamp for multi-cloud,
including interconnect and collocation use cases
Examine Cisco SD-WAN monitoring capabilities and
features with vManage and vAnalytics.
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Detailed Course Outline

e Introducing Cisco SD-WAN Security

¢ Deploying On-Premises Threat Prevention

e Examining Content Filtering

¢ Exploring Cisco SD-WAN Dedicated Security Options
e Examining Cisco SASE

¢ Exploring Cisco Umbrella SIG

e Securing Cloud Applications with Cisco Umbrella SIG
¢ Exploring Cisco SD-Wan ThousandEyes

e Optimizing SaaS Applications

e Connecting Cisco SD-WAN to Public Cloud

e Examining Cloud Interconnect Solutions

¢ Exploring Cisco Cloud OnRamp for Colocation

e Monitoring Cisco SD-WAN Cloud and Security Solutions
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About Fast Lane

Fast Lane is a global, award-winning specialist in technology and business
training as well as consulting services for digital transformation. As the only
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions
and professional services that can be scaled as needed. More than 4,000

experienced Fast Lane professionals train

andadvise customersinorganizations

of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cybersecurity, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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Germany

Fast Lane Institute for Knowledge
Transfer GmbH

Tel. +49 40 25334610
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Austria

ITLS GmbH

(Partner of Fast Lane)
Tel. +43 1 6000 8800
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Fast Lane Services

v High End Technology Training
v Business & Soft Skill Training
v Consulting Services

v Managed Training Services

v Digital Learning Solutions

v Content Development

v/ Remote Labs

v/ Talent Programs

v Event Management Services

Training Methods

v Classroom Training

v Instructor-Led Online Training

v FLEX Classroom — Classroom &
Online Hybrid

v Onsite & Customized Training

v/ E-Learning

v Blended & Hybrid Learning

v Mobile Learning

Technologies & Solutions
v Digital Transformation

v Artificial Intelligence

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v/ Data Center
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Experienced SMEs
with over 19.000 combined
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Switzerland

Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080

info@flane.ch / www.flane.ch


http://www.tcpdf.org

