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Advanced Techniques for Cisco Firewall Threat Defense and

Intrusion Prevention (SFWIPA)

ID SFWIPA Price 3,495.— €(excl. tax)

Duration 5 days

Course Overview

The Securing Data Center Networks and VPNs with Cisco
Secure Firewall Threat Defense training shows you how to
deploy and configure Cisco Secure Firewall Threat Defense
system and its features as a data center network firewall or as an
Internet Edge firewall with Virtual Private Network (VPN) support.
You will learn how to configure identity-based policies, Secure
Sockets Layer (SSL) decryption, remote-access VPN, and site-to-
site VPN before moving on to advanced Intrusion Prevention
System (IPS) configuration and event management, integrations
with other systems, and advanced troubleshooting. You will also
learn how to automate configuration and operations of Cisco
Secure Firewall Threat Defense system using programmability and
Application Programming Interfaces (APIs) and how to migrate
configuration from Cisco Secure Firewall Adaptive Security
Appliances (ASA).

This training prepares you for the 300-710 Securing Networks with
Cisco Firepower (SNCF) exam. If passed, you earn the Cisco
Certified Specialist — Network Security Firepower certification and
satisfy the concentration exam requirement for the Cisco Certified
Networking Professional (CCNP) Security certification. This
training also earns you 40 Continuing Education (CE) credits
toward recertification.

How You'll Benefit

This training will help you:

¢ Attain advanced knowledge of Cisco Secure Firewall
Threat Defense technology

e Gain competency and skills required to implement and
manage a Cisco Secure Firewall Threat Defense system
regardless of platform

¢ Learn detailed information on policy management, traffic
flow through the system, and the system architecture

¢ Deploy and manage many of the advanced features
available in the Cisco Secure Firewall Threat Defense

system

¢ Gain knowledge for protocols, solutions, and designs to
acquire professional-level and expert-level data center
roles

e Earn 40 CE credits toward recertification

What to Expect in the Exam

300-710 SNCF: Securing Networks with Cisco Firepower is a
90-minute exam associated with the Cisco Certified Specialist —
Network Security Firepower certification and satisfies the
concentration exam requirement for the CCNP Security
certification.

The multiple-choice format tests your knowledge of Cisco
Firepower Threat Defense and Firepower 7000 and 8000 Series
virtual appliances, including:

¢ Policy configurations

e Integrations

¢ Deployments

e Management and troubleshooting

Who should attend
e System Installers
e System Integrators
e System Administrators

¢ Network Administrators
¢ Solutions Designers

This course is part of the following Certifications

Cisco Certified Network Professional Security (CCNP SECURITY)

Prerequisites

The knowledge and skills you are expected to have before
attending this training are:
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¢ Knowledge of Transmission Control Protocol/Internet
Protocol (TCP/IP)

¢ Basic knowledge of routing protocols

e Familiarity with the content explained in the Securing
Internet Edge with Cisco Secure Firewall Threat Defense
training

These skills can be found in the following Cisco Learning Offerings:

e Implementing and Administering Cisco Solutions (CCNA)
v2.2

e Fundamentals of Cisco Firewall Threat Defense and
Intrusion Prevention (SFWIPF)

Course Objectives

e Describe Cisco Secure Firewall Threat Defense

¢ Describe advanced deployment options on Cisco Secure
Firewall Threat Defense

¢ Describe advanced device settings for Cisco Secure
Firewall Threat Defense device

¢ Configure dynamic routing on Cisco Secure Firewall Threat
Defense

e Configure advanced network address translation on Cisco
Secure Firewall Threat Defense

e Configure SSL decryption policy on Cisco Secure Firewall
Threat Defense

¢ Deploy Remote Access VPN on Cisco Secure Firewall
Threat Defense

¢ Deploy identity-based policies on Cisco Secure Firewall
Threat Defense

¢ Deploy site-to-site IPsec-based VPN on Cisco Secure
Firewall Threat Defense

¢ Deploy advanced access control settings on Cisco Secure
Firewall Threat Defense

¢ Describe advanced event management on Cisco Secure
Firewall Threat Defense

¢ Describe available integrations with Cisco Secure Firewall
Threat Defense

e Troubleshoot traffic flow using advanced options on Cisco
Secure Firewall Threat Defense

¢ Describe benefits of automating configuration and
operations of Cisco Secure Firewall Threat Defense

¢ Describe configuration migration to Cisco Secure Firewall
Threat Defense

Detailed Course Outline

¢ Introducing Cisco Secure Firewall Threat Defense
¢ Describing Advanced Deployment Options on Cisco Secure
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Firewall Threat Defense

Configuring Advanced Device Settings on Cisco Secure
Firewall Threat Defense

Configuring Dynamic Routing on Cisco Secure Firewall
Threat Defense

Configuring Advanced NAT on Cisco Secure Firewall
Threat Defense

Configuring SSL Policy on Cisco Secure Firewall Threat
Defense

Deploying Remote Access VPN on Cisco Secure Firewall
Threat Defense

Deploying Identity-Based Policies on Cisco Secure Firewall
Threat Defense

Deploying Site-to-Site VPN on Cisco Secure Firewall
Threat Defense

Configuring Snort Rules and Network Analysis Policies
Describing Advanced Event Management Cisco Secure
Firewall Threat Defense

Describing Integrations on Cisco Secure Firewall Threat
Defense

Troubleshooting Advanced Traffic Flow on Cisco Secure
Firewall Threat Defense

Automating Cisco Secure Firewall Threat Defense
Migrating to Cisco Secure Firewall Threat Defense
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About Fast Lane

Fast Lane is a global, award-winning specialist in technology and business
training as well as consulting services for digital transformation. As the only
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions
and professional services that can be scaled as needed. More than 4,000

experienced Fast Lane professionals train

andadvise customersinorganizations

of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cybersecurity, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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Worldwide Presence
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Fast Lane Institute for Knowledge
Transfer GmbH

Tel. +49 40 25334610
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ITLS GmbH

(Partner of Fast Lane)
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Fast Lane Services

v High End Technology Training
v Business & Soft Skill Training
v Consulting Services

v Managed Training Services

v Digital Learning Solutions

v Content Development

v/ Remote Labs

v/ Talent Programs

v Event Management Services

Training Methods

v Classroom Training

v Instructor-Led Online Training

v FLEX Classroom — Classroom &
Online Hybrid

v Onsite & Customized Training

v/ E-Learning

v Blended & Hybrid Learning

v Mobile Learning

Technologies & Solutions
v Digital Transformation

v Artificial Intelligence

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v/ Data Center

gg@
Experienced SMEs
with over 19.000 combined

certifications

Switzerland

Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080
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