o
CISCO
Partner

Platinum Learning

=Fast Lane

Implementing Secure Solutions with Virtual Private Networks

(SVPN)

ID SVPN Price 3,595.— €(excl. tax)y Duration 5 days

Who should attend

This course is designed for professionals in the following job roles:

¢ Network security engineer
e CCNP Security candidate
e Channel Partner

This course is part of the following Certifications

Cisco Certified Network Professional Security (CCNP SECURITY)

Prerequisites

Before taking this course, you should have the following knowledge
and skills:

e Familiarity with the various Cisco router and firewall
command modes

e Experience navigating and managing Cisco routers and
firewalls

¢ Clear understanding of the benefits of site-to-site and
Remote Access VPN options

The following Cisco courses can help you gain the knowledge you
need to prepare for this course:

e Implementing and Administering Cisco Solutions (CCNA)
v2.0

e Implementing and Operating Cisco Security Core
Technologies (SCOR)

Course Objectives

The Implementing Secure Solutions with Virtual Private Networks
(SVPN) v1.0 course teaches you how to implement, configure,
monitor, and support enterprise Virtual Private Network (VPN)
solutions. Through a combination of lessons and hands-on
experiences you will acquire the knowledge and skills to deploy
and troubleshoot traditional Internet Protocol Security (IPsec),
Dynamic Multipoint Virtual Private Network (DMVPN), FlexVPN,

and remote access VPN to create secure and encrypted data,
remote accessibility, and increased privacy.

This course will prepare you for the 300-730 Implementing Secure
Solutions with Virtual Private Networks (SVPN) exam.

This course will help you:

e Acquire the knowledge and skills to enhance Internet
privacy, speed, and performance

¢ Gain hands-on experience using the tools to ensure
premium data security

¢ Prepare for the 300-730 SVPN exam

What to expect in the exam

The 300-730 SVPN exam certifies your knowledge and skills
related to implementing secure remote communications with Virtual
Private Network (VPN) solutions including secure communications,
architectures, and troubleshooting.

After you pass 300-730 SVPN exam, you earn the Cisco® Certified
Specialist - Network Security VPN Implementation and you satisfy
the concentration exam requirement for this professional-level
certification:

* CCNP® Security

After taking this course, you should be able to:

e Introduce site-to-site VPN options available on Cisco router
and firewalls

¢ Introduce remote access VPN options available on Cisco
router and firewalls

¢ Review site-to-site and remote access VPN design options

¢ Review troubleshooting processes for various VPN options
available on Cisco router and firewalls

Course Content
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e Introducing VPN Technology Fundamentals

¢ Implementing Site-to-Site VPN Solutions

¢ Implementing Cisco Internetwork Operating System (Cisco
IOS®) Site-to-Site FlexVPN Solutions

¢ Implement Cisco 10S Group Encrypted Transport (GET)
VPN Solutions

¢ Implementing Cisco AnyConnect VPNs

¢ Implementing Clientless VPNs

Lab outline

e Explore IPsec Technologies

¢ Implement and Verify Cisco 10S Point-to-Point VPN

¢ Implement and Verify Cisco Adaptive Security Appliance
(ASA) Point-to-Point VPN

¢ Implement and Verify Cisco 10S Virtual Tunnel Interface
(VTI) VPN

¢ Implement and Verify Dynamic Multipoint VPN (DMVPN)

¢ Troubleshoot DMVPN

¢ Implement and Verify FlexVPN with Smart Defaults

¢ Implement and Verify Point-to-Point FlexVPN

¢ Implement and Verify Hub and Spoke FlexVPN

¢ Implement and Verify Spoke-to-Spoke FlexVPN

¢ Troubleshoot Cisco IOS FlexVPN

¢ Implement and Verify AnyConnect Transport Layer Security
(TLS) VPN on ASA

¢ Implement and Verify Advanced Authentication,
Authorization, and Accounting (AAA) on AnyConnect VPN

¢ Implement and Verify Clientless VPN on ASA

www.flane.de / www.flane.ch



About Fast Lane

Fast Lane is a global, award-winning specialist in technology and business
training as well as consulting services for digital transformation. As the only
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions
and professional services that can be scaled as needed. More than 4,000

experienced Fast Lane professionals train

andadvise customersinorganizations

of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cybersecurity, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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Germany

Fast Lane Institute for Knowledge
Transfer GmbH

Tel. +49 40 25334610
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Fast Lane Services

v High End Technology Training
v Business & Soft Skill Training
v Consulting Services

v Managed Training Services

v Digital Learning Solutions

v Content Development

v/ Remote Labs

v/ Talent Programs

v Event Management Services

Training Methods

v Classroom Training

v Instructor-Led Online Training

v FLEX Classroom — Classroom &
Online Hybrid

v Onsite & Customized Training

v/ E-Learning

v Blended & Hybrid Learning

v Mobile Learning

Technologies & Solutions
v Digital Transformation

v Artificial Intelligence

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v/ Data Center
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Switzerland

Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080
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