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Course Overview

In this course, you will learn how to deploy, configure, and secure
FortiAnalyzer. You will also learn how to register and manage
devices with FortiAnalyzer. Finally, you will explore the
fundamentals of the logging and reporting management
capabilities included on FortiAnalyzer. These skills will provide you
with a solid foundation for becoming a professional FortiAnalyzer
administrator.

This course is intended to help you prepare for the
FCP—FortiAnalyzer 7.4 Administrator certification exam. This exam

is part of the Fortinet Certified Professional - Network Security
certification track.

Who should attend

Anyone who is responsible for the day-to-day management of
FortiAnalyzer devices should attend this course

Prerequisites

You must be familiar with all topics presented in the FortiGate
Administrator (FGT-ADM) course.

Course Objectives

After completing this course, you will be able to:

¢ Describe the purpose of FortiAnalyzer

e Describe the FortiAnalyzer operating modes

e Understand logging in a Fortinet Security Fabric
environment

¢ Describe the FortiAnalyzer Fabric

¢ Manage administrative domains (ADOMs)

¢ Configure network settings

e Configure secure administrative access

¢ Manage the disk quota

e Perform a system configuration backup

e Manage RAID

* Manage HA

¢ Register and manage devices

¢ Describe the log file workflow

e Perform log backups

e Understand Fabric Connectors

¢ Configure log redundancy and encryption

¢ Configure log rollover and retention policies
¢ Manage reports

Detailed Course Outline

e Introduction and Initial Configuration
¢ Administration and Management

¢ RAID and HA

e Managing Devices

¢ Logs and Reports Management
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About Fast Lane

Fast Lane is a global, award-winning specialist in technology and business
training as well as consulting services for digital transformation. As the only
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions
and professional services that can be scaled as needed. More than 4,000

experienced Fast Lane professionals train

andadvise customersinorganizations

of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cybersecurity, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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Fast Lane Institute for Knowledge
Transfer GmbH

Tel. +49 40 25334610
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Fast Lane Services

v High End Technology Training
v Business & Soft Skill Training
v Consulting Services

v Managed Training Services

v Digital Learning Solutions

v Content Development

v/ Remote Labs

v/ Talent Programs

v Event Management Services

Training Methods

v Classroom Training

v Instructor-Led Online Training

v FLEX Classroom — Classroom &
Online Hybrid

v Onsite & Customized Training

v/ E-Learning

v Blended & Hybrid Learning

v Mobile Learning

Technologies & Solutions
v Digital Transformation

v Artificial Intelligence

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v/ Data Center
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Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080
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