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FortiAnalyzer Analyst (FAZ-ANS)

ID FAZ-ANS   Price 950.— €  (excl. tax)   Duration 1 day

Course Overview

In this course, you will gain the practical skills of a SOC analyst
using FortiAnalyzer for centralized logging and analytics. You will
learn how to examine and manage events, and automate threat
response using event handlers and playbooks. You will also learn
how to identify current and potential threats through incident
analysis and outbreak reports. Finally, you will learn how to
incorporate FortiAI in your workflow and generate security reports.

This exam is part of the FCP Security Operations certification track.

Who should attend

Security professionals responsible for Fortinet Security Fabric
analytics and automating tasks to detect and respond to
cyberattacks using FortiAnalyzer should attend this course.

This course is part of the following Certifications

Fortinet Certified Professional Security Operations (FCPSO)

Prerequisites

You must have an understanding of the topics covered in the
following courses, or have equivalent experience: 

FortiGate Operator
FortiAnalyzer Administrator

It is also recommended that you have knowledge of the following
topic: 

SQL SELECT statement syntax

Course Objectives

After completing this course, you should be able to: 

Describe SOC objectives, responsibilities, and roles
Describe the role of FortiAnalyzer in a SOC

Describe FortiAnalyzer Security Fabric integration
Describe how logging works in a Security Fabric
Describe FortiAnalyzer Fabric deployments
Describe FortiAnalyzer operating modes
Describe how FortiAnalyzer parses and normalizes logs
Validate log parsers
Search logs using normalized fields
View and search for logs in the log view
Create saved filters and dashboards
View summary data in FortiView
View dashboards and widget features
Configure event handlers
Manage events
Configure indicators
Create incidents
Analyze incidents
Configure incident settings
Describe FortiAI operations and use cases
Describe threat hunting
Use the log count chart
Use the SIEM log analytics table
Describe outbreak alerts
Collect log volume statistics
Configure an automation stitch
Configure an event handler with an automation stitch
enabled
Run and fine-tune predefined reports
Customize reports with macros, custom charts, and
datasets
Configure external storage for reports
Group reports
Import and export reports and charts
Attach reports to incidents
Manage and troubleshoot reports
Create new playbooks
Use variables in tasks
Monitor playbooks
Export and import playbooks

Detailed Course Outline

SOC Concepts and Security Fabric
Log Data Flow and Navigation
Events, Indicators, and Incidents
FortiAI, Threat Hunting, and Troubleshooting
Reports
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About Fast Lane 
Fast Lane is a global, award-winning specialist in technology and business 
training as well as consulting services for digital transformation. As the only 
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions 
and professional services that can be scaled as needed. More than 4,000 
experienced Fast Lane professionals train and advise customers in organizations 
of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cyber security, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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Fast Lane Services
3 High End Technology Training
3 Business & Soft Skill Training
3 Consulting Services
3 Managed Training Services
3 Digital Learning Solutions
3 Content Development
3 Remote Labs
3 Talent Programs
3 Event Management Services

Training Methods
3 Classroom Training
3 Instructor-Led Online Training
3 FLEX Classroom – Classroom & 
    Online Hybrid
3 Onsite & Customized Training
3 E-Learning
3 Blended & Hybrid Learning
3 Mobile Learning

Technologies & Solutions
3 Digital Transformation
3 Artificial Intelligence
3 Cloud
3 Networking
3 Cyber Security
3 Wireless & Mobility
3 Modern Workplace
3 Data Center 
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