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Azure Cloud Security Administrator (FORT-CSA)

ID FORT-CSA Price 1,800.— €excl. tax) Duration 2 days

This training is provided by our partner Fortinet.

Important notes for the booking of trainings directly provided
by Fortinet

If you are unable to attend the training date you have booked (e.qg.
illness, etc.) or if Fortinet cancels the course, a credit note is not
possible under any circumstances. In both cases of cancellation,
the validity of your credit remains for 12 months after the order.

For more information, please refer to the Fortinet Terms and
Conditions.

Course Overview

In this course, you will learn about the different components that
make up the Microsoft Azure infrastructure and the security
challenges these environments present, including high availability
(HA), autoscaling, Azure Virtual WAN, and software-defined
networking (SDN) connectors, and how to manage traffic in the
cloud with Fortinet products.

This course prepares you for the FCP - Azure Cloud Security 7.4
Administrator exam. By passing this exam, you will be awarded the

associated exam badge.

This exam is part of the FCP Public Cloud Security certification
track.

Who should attend
Anyone who is responsible for the deployment or day-to-day

management of Fortinet solutions on Azure should attend this
course.

Prerequisites

General knowledge of laaS vendors and experience wtih FortiGate
and FortiWeb VMs

Azure Prerequisites To run the labs on Azure, students must
have their own Azure accounts with the following:

e A pay-as-you-go subscription with a valid payment
method—the free trial will not work for some labs

¢ The ability to deploy FortiGate and FortiwWeb PAYG from
Azure Marketplace.

¢ Capacity for at least 10 vCPUs in a single region.

¢ Permissions to create the following:

e App registrations (service principal) and keys

e Load balancers

* VNets

e Virtual machines with four vCPUs

¢ Up to two virtual networks

¢ FortiGate VM as a single VM, in HA, and as a scale unit

¢ The ability to do the following:

¢ Read the Active Directory properties and use Azure
functions

The estimated cost per student for running the lab, if done within
the specified lab times and everything is deleted at the end, is USD
$25 per day.

Course Objectives

After completing this course, you should be able to:

¢ Deploy a FortiGate VM in Azure in single and HA modes

¢ Use Fortinet templates to easily deploy complex
environments

¢ Deploy FortiWeb in Azure

e Use SDN connectors with Azure

¢ Integrate FortiGate VMs with Azure Virtual WAN

e Integrate other Fortinet services and products with Azure

Detailed Course Outline

e 1. Introduction to Public Cloud Azure

e 2. Azure Components, Networking, and Security Services
¢ 3. Fortinet Solutions and Deployment in Azure

e 4. Deploying Dependable Fortinet Solutions in Azure

¢ 5. Deployment of VPN Fortinet Solutions in Azure

www.flane.de / www.flane.ch


https:///fortinet-cos
https:///fortinet-cos

About Fast Lane

Fast Lane is a global, award-winning specialist in technology and business
training as well as consulting services for digital transformation. As the only
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions
and professional services that can be scaled as needed. More than 4,000

experienced Fast Lane professionals train

andadvise customersinorganizations

of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cybersecurity, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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Transfer GmbH

Tel. +49 40 25334610

info@flane.de / www.flane.de

Juniper

EDUCATION SERVICES

F::RTINET

Authorized
Trainina Center

KnowBe4

Human error. Conquered.

opentext-

v suse
Platinum
Partner
TRAIN

splunk>

TRAINING
PROVIDER

V&)
Multiple Awards
from vendors such as AWS,
Microsoft, Cisco, Google, NetApp,

VMware

Austria

ITLS GmbH

(Partner of Fast Lane)
Tel. +43 1 6000 8800

info@itls.at / www.itls.at

=Fast Lane

Fast Lane Services

v High End Technology Training
v Business & Soft Skill Training
v Consulting Services

v Managed Training Services

v Digital Learning Solutions

v Content Development

v/ Remote Labs

v/ Talent Programs

v Event Management Services

Training Methods

v Classroom Training

v Instructor-Led Online Training

v FLEX Classroom — Classroom &
Online Hybrid

v Onsite & Customized Training

v/ E-Learning

v Blended & Hybrid Learning

v Mobile Learning

Technologies & Solutions
v Digital Transformation

v Artificial Intelligence

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v/ Data Center
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