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This training is provided by our partner Fortinet.

Important notes for the booking of trainings directly provided
by Fortinet

If you are unable to attend the training date you have booked (e.qg.
illness, etc.) or if Fortinet cancels the course, a credit note is not
possible under any circumstances. In both cases of cancellation,
the validity of your credit remains for 12 months after the order.

For more information, please refer to the Fortinet Terms and
Conditions.

Course Overview

In this course, you will learn how to leverage the powerful and
diverse capabilities of FortiNAC, using best practices for achieving
visibility, control, and response. These fundamentals will provide
you with a solid understanding of how to implement network
visibility and security automation.

This exam is part of the FCP Secure Networking certification track.

Who should attend

Network and security administrators, managers, and other IT staff
that will use FortiNAC should attend this course.

This course is part of the following Certifications

Fortinet Certified Professional Secure Networking (FCPNS)

Prerequisites

It is recommended that you have an understanding of the following
topics:

e Networking concepts and terms
¢ Networking protocols
e Infrastructure configurations

Course Objectives

After completing this course, you should be able to:

e Configure a FortiNAC system to achieve network visibility

¢ Leverage the control capabilities for network access and
automated policy enforcement

e Integrate FortiNAC into the Security Fabric

e Combine the visibility and control features with security
device integrations to automate threat responses to
security risks

Detailed Course Outline

e 1. Introduction and Initial Configuration

e 2. Achieving Network Visibility

¢ 3. Identification and Classification of Rogues

¢ 4. Visibility, Troubleshooting, and Logging

¢ 5. Logical Networks, Fortinet Security Fabric, and Firewall
Tags

¢ 6. State-Based Control

e 7. Security Policies

¢ 8. Guest and Contractor Management

e 9. Security Device Integration and Automated Response

¢ 10. FortiGate VPN, High Availability and FortiNAC Control
Manager Integrations
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About Fast Lane

Fast Lane is a global, award-winning specialist in technology and business
training as well as consulting services for digital transformation. As the only
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions
and professional services that can be scaled as needed. More than 4,000

experienced Fast Lane professionals train

andadvise customersinorganizations

of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cybersecurity, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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Fast Lane Institute for Knowledge
Transfer GmbH

Tel. +49 40 25334610
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Fast Lane Services

v High End Technology Training
v Business & Soft Skill Training
v Consulting Services

v Managed Training Services

v Digital Learning Solutions

v Content Development

v/ Remote Labs

v/ Talent Programs

v Event Management Services

Training Methods

v Classroom Training

v Instructor-Led Online Training

v FLEX Classroom — Classroom &
Online Hybrid

v Onsite & Customized Training

v/ E-Learning

v Blended & Hybrid Learning

v Mobile Learning

Technologies & Solutions
v Digital Transformation

v Artificial Intelligence

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v/ Data Center
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Fast Lane Institute for Knowledge
Transfer (Switzerland) AG
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