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Master Class: Securing Active Directory Deep Dive LEVEL 2

(SADDD-L2)

ID SADDD-L2 Price 3,890.— €excl. tax) Duration 3 days

Course Overview

In this follow-up to the Master Class Active Directory Security, you
will learn everything that could not be discussed in the first course
due to time and know-how constraints.

We have added another "spurt" of security topics.

Look forward to a worthy successor to our Master Class Active
Directory Security.

Please note:

You can only participate in this follow-up course if you have
previously attended the Master Class Active Directory Security with
Andy Wendel as trainer.

In the first MasterClass Active Directory Security course, we
already covered the most important topics for securing your Active

Directory.

Over the last few years, the questions for even deeper topics and
approaches have become louder and louder in our courses.

Here comes our answer.
Three days of intensive Active Directory security topics.
Look forward to the successor.

We promise: Our best know-how for you and your day-to-day work
from our most experienced trainers and consultants.

Who should attend

This course is designed for experienced system administrators,
consultants and Active Directory designers. After this seminar, you
will be able to design, implement and consult on Active Directory in

a highly secure manner.

Prerequisites

At least 5 years of experience with Active Directory and client
systems

Prior attendance of the Master Class: Securing Active Directory
Deep Dive (SADDD-L1) course is REQUIRED AND must be
verified.

Course Objectives

In this master class course LEVEL 2, the topic of Active Directory
security is once again immensely deepened.

Want to make your crown jewels even more secure?
Is your environment critical or are you in the "SupplyChain"?
Or are you even bound to secrecy?

No problem: We will show you how to secure your environment
extremely.

After more than 100 trainings in this area, this course was created
as a worthy successor to the well-known and highly booked
MasterClass Active Directory Security.

That's why: Understand, harden and monitor so you can sleep
better.

Course Content
¢ Review of best practices from the MasterClass Securing

Active Directory FastPass.
e LAPS for domain controllers - does NOT work - but it does!
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We show you how to secure the DSRM password rolling
and encrypted incl. password history!
DSRM-User: From emergency administrator to domain
admin:
What a simple registry hack can do and what you should do
about it...
Unified Write Filter - a completely unknown solution for
Windows 10/11 clients: Kiosk mode for professionals and
for Privileged Admin Workstation - PAWSs with "sheriff
cards")
Multi-tenant Active Directory - how to hide organizational
units (Ous) for administrators who should not see them:
Object List
No one dares to do it - how to show you how to do it and
how the pros do it!
MBAM & Bitlocker: Bitlocker on Steroids
Microsoft BitLocker Administration and Monitoring 2.5 -
even if the extended support ends in 2026 - MBAM is
absolutely worth a look!
Hiding TIER-0 admins via Powershell
What | can't see, | can't attack....
How to hide your crown jewels...
Bloodhound: Hunting for Privileges
Install and use Bloodhound - let's hunt for privileges!
PAM feature with Server 2016: JEA & JIT
Just enough Administration with JustinTime Administration
With Server 2016 came - for most undiscovered - the PAM
feature:
Privileged Access Management for Users: Time-to-Live for
Administrators who manage the Tickets
When it should be less:
Authentication Silos & Authentication Policies
Who, How, Where, and When...
Build, maintain and administer tier models en detail
Tier and ESAE model in practice.
Windows Defender for Identity
Lithnet Active Directory Password Protection
DNS-SEC - Run DNS in a highly secure way
Trust-Anchors
DNS over https ( DoH )
SMB encryption AES 256
Operate SMB highly secure
UNC Hardening
From DNS-Admin to DomainAdmin
How to go from small to big...
LocalAccountTokenFilterPolicy
LDAP-S, signing and channel binding
What exactly is it about and why LDAP-S is not LDAP-
signing...
LDAP-S and SSL V2, V3 and TLS V1 - what then now
LDAP-S en detail
"Notes from the field - our experience from 10 years of
hardening Active Directory

o LAPS
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o Protected Users
o KRBTGT Reset
o PingCastle
¢ Questions from the participants

Your Trainer

The Advanced Master Class was developed by Andy Wendel and
is delivered by himself and his experienced team.

Andy Wendel is a Senior Data Center and Cloud Architect and
Certified Security Master Specialization Advanced Windows
Security. He was and is trained by the internationally renowned
security experts Paula Januszkiewicz and Sami Laiho. This
certification is renewed every year. Andy Wendel has been working
as an IT trainer and consultant since the late 1990s and is also a
Certified Microsoft Learning Consultant (MCLC). Worldwide,
Microsoft has only awarded 56 Certified Learning Consultants.
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About Fast Lane

Fast Lane is a global, award-winning specialist in technology and business
training as well as consulting services for digital transformation. As the only
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions
and professional services that can be scaled as needed. More than 4,000

experienced Fast Lane professionals train

andadvise customersinorganizations

of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cybersecurity, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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Fast Lane Institute for Knowledge
Transfer GmbH
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Fast Lane Services

v High End Technology Training
v Business & Soft Skill Training
v Consulting Services

v Managed Training Services

v Digital Learning Solutions

v Content Development

v/ Remote Labs

v/ Talent Programs

v Event Management Services

Training Methods

v Classroom Training

v Instructor-Led Online Training

v FLEX Classroom — Classroom &
Online Hybrid

v Onsite & Customized Training

v/ E-Learning

v Blended & Hybrid Learning

v Mobile Learning

Technologies & Solutions
v Digital Transformation

v Artificial Intelligence

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v/ Data Center

gg@
Experienced SMEs
with over 19.000 combined
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Switzerland

Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080
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