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Deploy and manage Azure Arc-enabled Servers (AZ-1010)

ID AZ-1010 Price 690.— €(excl. tax)y Duration 1 day

Course Overview

In this learning path, you're introduced to Azure Arc-enabled
servers. You'll cover Arc-enabled server deployment, updates to
Arc-enabled servers using Azure Update Manager and configuring
Microsoft Defender for Cloud for Azure Arc-enabled servers.

Prerequisites

e Experience using the Azure portal to create resources.

¢ Basic knowledge of security concepts like identities,
permissions, and encryption.

¢ Basic knowledge of networking concepts like virtual
networks, subnetting, and hybrid scenarios.

¢ Basic knowledge of Azure Policy and Azure Arc concepts.

Detailed Course Outline

1 - Introduction to Azure Arc-enabled servers

e What are the characteristics of Azure Arc-enabled servers?

¢ What are the core management and governance
capabilities of Azure Arc-enabled servers?

¢ What are the security and monitoring capabilities of Azure
Arc-enabled servers?

2 - Plan and deploy Azure Arc-enabled servers at scale

e What is Azure Arc-enabled servers and its capabilities?

e Test Azure Arc-enabled servers capabilities using Azure
VMs

¢ Planning considerations for a secure configuration

¢ Explore different methods to onboard servers at scale to
Azure Arc

¢ Best practices for Azure Arc-enabled servers management
and services in Azure

3 - Govern your hybrid and multicloud machines through
Azure Arc-enabled servers

e Govern Azure Arc-enabled servers with Azure Policy Guest
Configuration

e Assign Azure Policies to govern Azure Arc-enabled servers

e Azure Automanage best practices for Azure Arc-enabled

servers

¢ Modernize deployment, response, and orchestration of

Azure Arc-enabled servers with Azure Automation

4 - Configure updates of Azure Arc-enabled servers by using
Azure Update Manager

Azure Update Manager

Azure Update Manager key features

How to manage updates for Azure Arc-enabled servers
Create a maintenance configuration schedule
Associate a virtual machine with a schedule

5 - Configure Microsoft Defender for Cloud for Azure Arc-
enabled servers

What is Microsoft Defender for Cloud?

Secure cloud applications

Protect cloud workloads

Connect your non-Azure machines to Microsoft Defender
for Cloud

Connect on-premises machines by using Azure Arc
Connect on-premises machines by using the Azure portal
Onboard a Windows server

Onboard a Linux server

Verify that your machines are connected

6 - Manage Azure Arc-enabled servers by using scripting

Connect hybrid machines to Azure using a deployment
script

Connect hybrid machines to Azure by using PowerShell
Connect machines at scale by running PowerShell scripts
with Configuration Manager

7 - Guided exercise - Manage on-premises Windows servers
by using Azure Arc
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About Fast Lane

Fast Lane is a global, award-winning specialist in technology and business
training as well as consulting services for digital transformation. As the only
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions
and professional services that can be scaled as needed. More than 4,000

experienced Fast Lane professionals train

andadvise customersinorganizations

of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cybersecurity, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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Fast Lane Services

v High End Technology Training
v Business & Soft Skill Training
v Consulting Services

v Managed Training Services

v Digital Learning Solutions

v Content Development

v/ Remote Labs

v/ Talent Programs

v Event Management Services

Training Methods

v Classroom Training

v Instructor-Led Online Training

v FLEX Classroom — Classroom &
Online Hybrid

v Onsite & Customized Training

v/ E-Learning

v Blended & Hybrid Learning

v Mobile Learning

Technologies & Solutions
v Digital Transformation

v Artificial Intelligence

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v/ Data Center
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