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Course Overview e Manage sensitive data and security policies within GitHub

GitHub Advanced Security (GHAS) plays a crucial role in
enhancing the security posture of software development projects
on GitHub. It provides a comprehensive set of tools and features
designed to identify and address security vulnerabilities throughout
the development lifecycle. By integrating security directly into the
development process with GHAS, your team can build more
secure and reliable software. The course will explore how to utilize
GHAS to maximize security impact and understand GHAS and its
role in the security ecosystem.

Who should attend

This course in intended for students who want to understand and
implement advanced security practices with the help of GitHub
Advanced Security (GHAS). They will learn how to significantly
enhance software development processes and create a more
resilient and secure development ecosystem using developer-first
solutions to unlock the ability to keep code, supply chain, and
secrets secure before you push to production. They will learn how
GHAS gives security teams visibility into the cross-organizational
security posture and supply chain and unparalleled access to
curated security intelligence from millions of developers and
security researchers around the world.

This course is part of the following Certifications

GitHub Advanced Security (GHAS)
Course Content

¢ Introduction to GitHub Advanced Security

¢ Configure Dependabot security updates on your GitHub
repo

e Configure and use secret scanning in your GitHub
repository

¢ Configure code scanning on GitHub

e Identify security vulnerabilities in your codebase by using
CodeQL

¢ Code scanning with GitHub CodeQL

¢ GitHub administration for GitHub Advanced Security
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About Fast Lane

Fast Lane is a global, award-winning specialist in technology and business
training as well as consulting services for digital transformation. As the only
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions
and professional services that can be scaled as needed. More than 4,000

experienced Fast Lane professionals train

andadvise customersinorganizations

of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cybersecurity, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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Fast Lane Institute for Knowledge
Transfer GmbH

Tel. +49 40 25334610
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Fast Lane Services

v High End Technology Training
v Business & Soft Skill Training
v Consulting Services

v Managed Training Services

v Digital Learning Solutions

v Content Development

v/ Remote Labs

v/ Talent Programs

v Event Management Services

Training Methods

v Classroom Training

v Instructor-Led Online Training

v FLEX Classroom — Classroom &
Online Hybrid

v Onsite & Customized Training

v/ E-Learning

v Blended & Hybrid Learning

v Mobile Learning

Technologies & Solutions
v Digital Transformation

v Artificial Intelligence

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v/ Data Center
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Transfer (Switzerland) AG
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