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Enhance endpoint security with Microsoft Intune and Microsoft

Security Copilot (MD-4011)

ID MD-4011 Price 690.— €(excl. tax)

Duration 1 day

Course Overview

This Course will empower IT professionals and security analysts
with the expertise to utilize Microsoft Intune and Microsoft Security
Copilot effectively in device management and security operations.
This course directs learners towards optimizing Intune for
enhanced security and integrating Security Copilot to strengthen
their organization's security stance.

Who should attend

This course is designed for Endpoint Administrators and Security
Analysts proficient in basic device management and security
operations.

Prerequisites

¢ Basic understanding of IT security principles.

e Familiarity with Microsoft Intune.

e Experience with device management in an enterprise
environment.

¢ Knowledge of Microsoft Entra ID.

e Access to Microsoft Intune and Copilot for Security tools for
hands-on practice.

Course Content

Discover Microsoft Intune essentials

In this module, you'll learn about Microsoft Intune, a
comprehensive tool designed to manage and secure devices,
applications, and data within an organization.

e Introduction

¢ Explore core features of Microsoft Intune

¢ Understand device management capabilities

¢ Effectively secure and manage applications

¢ Integrate security and compliance

e Optimize deployment strategies with Intune

e Unify management across platforms with Microsoft Intune

¢ Module assessment
e Summary

Unlock Insights with Microsoft Security Copilot

This module introduces Microsoft Security Copilot, an Al-powered
security solution designed to enhance the efficiency of security
professionals.

e Introduction

¢ Discover Microsoft Security Copilot

¢ Understand How Microsoft Security Copilot Works

¢ Explore Microsoft Security Copilot Experiences

¢ Deploy Microsoft Security Copilot for Enhanced Security
e Utilize Prompts in Microsoft Security Copilot

e Incorporate Promptbooks in Microsoft Security Copilot

e Explore New Features in Microsoft Security Copilot

e Module assessment

e Summary

Optimize Microsoft Intune for Microsoft Security Copilot
Integration

Learn about Microsoft Security Copilot and Intune for securing
corporate IT. Enhance security operations, get contextual
responses, and improve incident response. Implement naming
conventions and manage devices efficiently.

Introduction

Understand the benefits of Microsoft Security Copilot and
Intune

Implement strong naming conventions

* Rename a device in Microsoft Intune

Add groups in Microsoft Intune to organize users and
devices

Understand authentication in Microsoft Security Copilot
Integrate Microsoft Security Copilot with Microsoft Intune
Leverage prompting features in Microsoft Security Copilot
e Sample prompts for Microsoft Intune

Module assessment

e Summary
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About Fast Lane

Fast Lane is a global, award-winning specialist in technology and business
training as well as consulting services for digital transformation. As the only
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions
and professional services that can be scaled as needed. More than 4,000

experienced Fast Lane professionals train

andadvise customersinorganizations

of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cybersecurity, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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around the globe
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Fast Lane Institute for Knowledge
Transfer GmbH

Tel. +49 40 25334610
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ITLS GmbH
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Fast Lane Services

v High End Technology Training
v Business & Soft Skill Training
v Consulting Services

v Managed Training Services

v Digital Learning Solutions

v Content Development

v/ Remote Labs

v/ Talent Programs

v Event Management Services

Training Methods

v Classroom Training

v Instructor-Led Online Training

v FLEX Classroom — Classroom &
Online Hybrid

v Onsite & Customized Training

v/ E-Learning

v Blended & Hybrid Learning

v Mobile Learning

Technologies & Solutions
v Digital Transformation

v Artificial Intelligence

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v/ Data Center
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Fast Lane Institute for Knowledge
Transfer (Switzerland) AG
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