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Configure and govern entitlement with Microsoft Entra ID

(SC-5008)

ID SC-5008 Price 690.— €excl. tax) Duration 1 day

Course Overview

Use Microsoft Entra to manage access by using entitlements,
access reviews, privileged access tools, and monitor access
events.

Prerequisites

e Basic Azure administration knowledge.
¢ Ability to create users and groups using Microsoft Entra.

Course Content

¢ Plan and implement entitlement management
¢ Plan, implement, and manage access review
¢ Monitor and maintain Microsoft Entra ID

¢ Plan and implement privileged access

Detailed Course Outline

Plan and implement entitlement management

When new users or external users join your site, quickly assigning
them access to Azure solutions is a must. Explore how to entitle
users to access your site and resources.

e Introduction

¢ Define access packages

¢ Exercise create and manage a resource catalog with
Microsoft Entra entitlement management

¢ Configure entitlement management

e Exercise add terms of use acceptance report

e Exercise manage the lifecycle of external users with
Microsoft Entra identity governance

¢ Configure and manage connected organizations

¢ Review per-user entitlements

* Module assessment

e Summary and resources

Plan, implement, and manage access review

Once identity is deployed, proper governance using access
reviews is necessary for a secure solution. Explore how to plan for
and implement access reviews.

Introduction

Plan for access reviews

¢ Create access reviews for groups and apps

Create and configure access reviews programmatically
Monitor access review findings

Automate access review management tasks

Configure recurring access reviews

* Module assessment

e Summary and resources

Monitor and maintain Microsoft Entra ID

Audit and diagnostic logs within Microsoft Entra ID provide a rich
view into how users are accessing your Azure solution. Learn to
monitor, troubleshoot, and analyze sign-in data.

Introduction

Analyze and investigate sign-in logs to troubleshoot access
issues

Review and monitor Microsoft Entra audit logs

Exercise connect data from Microsoft Entra ID to Microsoft
Sentinel

Export logs to third-party security information and event
management system

Analyze Microsoft Entra workbooks and reporting

Monitor security posture with Identity Secure Score

e Module assessment

Summary and resources

Plan and implement privileged access

Ensuring that administrative roles are protected and managed to
increase your Azure solution security is a must. Explore how to use
PIM to protect your data and resources.

* Introduction

¢ Define a privileged access strategy for administrative users

e Configure Privileged Identity Management for Azure
resources
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Exercise configure Privileged Identity Management for
Microsoft Entra roles

Exercise assign Microsoft Entra roles in Privileged Identity
Management

Exercise assign Azure resource roles in Privileged Identity
Management

Plan and configure Privileged Access Groups

Analyze Privileged Identity Management audit history and
reports

Create and manage emergency access accounts

Module assessment

Summary and resources
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About Fast Lane

Fast Lane is a global, award-winning specialist in technology and business
training as well as consulting services for digital transformation. As the only
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions
and professional services that can be scaled as needed. More than 4,000

experienced Fast Lane professionals train

andadvise customersinorganizations

of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cybersecurity, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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Fast Lane Services

v High End Technology Training
v Business & Soft Skill Training
v Consulting Services

v Managed Training Services

v Digital Learning Solutions

v Content Development

v/ Remote Labs

v/ Talent Programs

v Event Management Services

Training Methods

v Classroom Training

v Instructor-Led Online Training

v FLEX Classroom — Classroom &
Online Hybrid

v Onsite & Customized Training

v/ E-Learning

v Blended & Hybrid Learning

v Mobile Learning

Technologies & Solutions
v Digital Transformation

v Artificial Intelligence

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v/ Data Center
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Switzerland

Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080
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