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Course Overview

This course provides foundational level knowledge on security,
compliance, and identity concepts and related cloud-based
Microsoft solutions.

Who should attend

The audience for this course is looking to familiarize themselves
with the fundamentals of security, compliance, and identity (SCI)
across cloud-based and related Microsoft services. The content for
this course aligns to the SC-900 exam objective domain.
Candidates should be familiar with Microsoft Azure and Microsoft
365 and understand how Microsoft security, compliance, and
identity solutions can span across these solution areas to provide a
holistic and end-to-end solution.

This course is part of the following Certifications

Microsoft Certified: Security, Compliance, and Identity
Fundamentals (MCSCIF)

Prerequisites

Before attending this course, students must have:

e General understanding of networking and cloud computing
concepts.

¢ General IT knowledge or any general experience working in
an IT environment.

¢ General understanding of Microsoft Azure and Microsoft
365.

Course Content

¢ Describe security and compliance concepts

¢ Describe identity concepts

¢ Describe the function and identity types of Microsoft Entra
ID

Describe the authentication capabilities of Microsoft Entra

ID

Describe access management capabilities of Microsoft
Entra ID

Describe the identity protection and governance capabilities
of Microsoft Entra

Describe core infrastructure security services in Azure
Describe the security management capabilities in Azure
Describe the capabilities in Microsoft Sentinel

Describe threat protection with Microsoft 365 Defender
Describe Microsoft's Service Trust portal and privacy
capabilities

Describe the compliance management capabilities in
Microsoft Purview

Describe the information protection and data lifecycle
management in Microsoft Purview

Describe the insider risk capabilities in Microsoft Purview
Describe the eDiscovery and Audit capabilities in Microsoft
Purview
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About Fast Lane

Fast Lane is a global, award-winning specialist in technology and business
training as well as consulting services for digital transformation. As the only
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions
and professional services that can be scaled as needed. More than 4,000

experienced Fast Lane professionals train

andadvise customersinorganizations

of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cybersecurity, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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Fast Lane Institute for Knowledge
Transfer GmbH

Tel. +49 40 25334610
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Fast Lane Services

v High End Technology Training
v Business & Soft Skill Training
v Consulting Services

v Managed Training Services

v Digital Learning Solutions

v Content Development

v/ Remote Labs

v/ Talent Programs

v Event Management Services

Training Methods

v Classroom Training

v Instructor-Led Online Training

v FLEX Classroom — Classroom &
Online Hybrid

v Onsite & Customized Training

v/ E-Learning

v Blended & Hybrid Learning

v Mobile Learning

Technologies & Solutions
v Digital Transformation

v Artificial Intelligence

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v/ Data Center
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Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080
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