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Course Overview

In this course, you increase your proficiency as a NetApp®
ONTAP® software engineer by learning how to troubleshoot
ONTAP environments. Specifically, you learn how to troubleshoot
the management component, scale-out networking, NAS protocols
(NFS), and SAN protocols. From lectures, demonstrations, and
active exercises, you learn how to isolate issues, verify
configurations, view logs, view trace messages, and use event
management system (EMS) messages for troubleshooting.

Who should attend

NetApp Technical Support engineers, Support Services Certified
partner engineers, and Professional Services engineers

This course is part of the following Certifications
NetApp Certified Support Engineer — ONTAP
Specialist (NCSE-OS)

Prerequisites

¢ A working knowledge of ONTAP software and NAS and
SAN protocols
e ONTAP Cluster Administration (ONTAP9ADM)

Course Objectives

This course focuses on enabling you to do the following:

e |dentify the different software components in the ONTAP
architecture.

¢ Analyze the methodologies for troubleshooting
management component applications, networks, and
protocols.

¢ Use troubleshooting workflows to identify failure symptoms,
determine potential causes, and resolve issues.

¢ Use debugging commands, logs, and tools to identify,
isolate, and fix complex technical issues that involve
different core components.

¢ Analyze the health of a cluster and summarize the results.

e |dentify issues with the management component.

e Use administrative commands to verify the configuration of
NFS and SAN environments.

¢ Use the troubleshooting methodology for NAS and SAN
protocols to define and isolate issues.

¢ Locate logs for the management component, network,
NFS, SMB, and iSCSI protocols.

e Collect data for support cases.

Detailed Course Outline

Module 1: Troubleshooting the Management Component

* The management component

e RDB Concepts: RDB units, RDB quorum, RDB master,
epoch and epsilon

e Configuration databases and replication databases

¢ Root volume recovery

e Job manager

¢ RDB backup and recovery

¢ Non-RDB user-space applications

e Event management system, logs, traces and user-space
core files

Module 2: Troubleshooting Scale-out Networking

NetApp ONTAP networking overview

¢ Networking-related management component application
and databases

¢ Networking evolution

¢ Cluster Session Manager (CSM)

e Tools to triage networking issues

Module 3: Troubleshooting Network Component and Security
Services

¢ Network component
e SecD

e Troubleshooting with vserver services
¢ Network component troubleshooting

Module 4: Troubleshooting NFS

e How NFS works in ONTAP software
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¢ NetApp ONTAP NFS authorization using export policies
and UNIX permissions

¢ Export-related caches

¢ NFS troubleshooting

Module 5: Troubleshooting Scalable SAN

e SAN architecture

e Scalable SAN configuration

e Scalable SAN functional components (SCSI)

e Cluster Liveliness Activity Monitor (CLAM) quorum
¢ LUN space accounting

e Scalable SAN functional components (NVMe)

e Scalable SAN troubleshooting
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About Fast Lane

Fast Lane is a global, award-winning specialist in technology and business
training as well as consulting services for digital transformation. As the only
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions
and professional services that can be scaled as needed. More than 4,000

experienced Fast Lane professionals train

andadvise customersinorganizations

of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cybersecurity, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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Worldwide Presence
with high-end training centers
around the globe

Germany

Fast Lane Institute for Knowledge
Transfer GmbH

Tel. +49 40 25334610
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ITLS GmbH
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Fast Lane Services

v High End Technology Training
v Business & Soft Skill Training
v Consulting Services

v Managed Training Services

v Digital Learning Solutions

v Content Development

v/ Remote Labs

v/ Talent Programs

v Event Management Services

Training Methods

v Classroom Training

v Instructor-Led Online Training

v FLEX Classroom — Classroom &
Online Hybrid

v Onsite & Customized Training

v/ E-Learning

v Blended & Hybrid Learning

v Mobile Learning

Technologies & Solutions
v Digital Transformation

v Artificial Intelligence

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v/ Data Center
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Experienced SMEs
with over 19.000 combined
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Switzerland

Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080

info@flane.ch / www.flane.ch


http://www.tcpdf.org

