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NetlQ Advanced Authentication Administration (AA4200I)

ID AA4200I

Price 2,400.— €(excl. tax)

Duration 3 days

Important notes for the booking of Open Text trainings

Please note that prepayment is required for participation in an
Open Text training course. Participation in a training course is
possible for 12 months after booking the course. Cancellations are

excluded. For further information, please refer to our General

Terms and Conditions.

Course Overview

This Instructor-Led Training helps you learn about Advanced
Authentication 6.3, which provides a single scalable authentication
framework for multiple devices and methods. You will learn how to
install the Advanced Authentication appliance and the Windows
client, configure Advanced Authentication, and use the self-service
portal to enroll an authentication method. Also, the Course will
cover integration with other products such as SSPR, Sentinel, and
Access Manager.

Highlights:
e Configuring 2-factor authentication

¢ Configuring risk
¢ Configuring HelpDesk

Who should attend

System Administrators and System Integrators

Prerequisites

Basic knowledge of two-factor authentication

Course Objectives

On completion of this course, participants should be able to:

¢ Describe the features of Advanced Authentication
¢ |nstall Advanced Authentication

e Configure Advanced Authentication
¢ Configure Risk

¢ |nstall the Clients

¢ Configure the HelpDesk module

¢ Configure integrations

¢ Maintain Advanced Authentication

Course Content

Chapter 1: Introduction

¢ How Is Advanced Authentication Better Than Other
Solutions?

e Key Features

¢ Advanced Authentication Server Components

Architecture

e Terminologies

Chapter 2: Installing and Completing Post Installation
Configuration

e Setup a virtual machine

e Install the appliance

e Configure a cluster

¢ Register additional sites and DB and Web servers
¢ Log in to the NetlQ Administration Portal

e Add a repository

Chapter 3: Configuring Advanced Authentication

¢ Discuss Methods

¢ Discuss the Chains options
¢ Discuss the Events options
e Describe the Policies

e List the Server Options

e Test user enrollments

e Add multi-factor

¢ Skip the second factor

¢ Sharing authenticators

Chapter 4: Installing and Configuring Advanced
Authentication Clients and Plugins

e Install and configure Windows and Linux Client.

e Understand and Support Assisted logon.
e Understand CLE Support Fir Windows clients.
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e Learn about various plugins such as RDP, IS
Authentication, etc

Chapter 5: Exploring the HelpDesk Module

¢ Manage authenticators

¢ Share authenticators

¢ Unlock users

e Search for a card holder&rsquo;s information
e Manage tokens

e Manage endpoints

e Monitor a user's authentication activity

Chapter 6: Configuring Integrations
e Configuring Integration with SSPR
e Configuring Integration with NAM
e Configuring Integration with Sentinel

Chapter 7: Configuring Risk Settings

¢ Configuring Risk Service
¢ Understanding How Risk Service Works through Scenarios

Chapter 8: Maintaining Advanced Authentication

¢ Logging

e Disaster Recovery

¢ Reporting

e Searching a Card Holder's Information
¢ Troubleshooting
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About Fast Lane

Fast Lane is a global, award-winning specialist in technology and business
training as well as consulting services for digital transformation. As the only
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions
and professional services that can be scaled as needed. More than 4,000

experienced Fast Lane professionals train

andadvise customersinorganizations

of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cybersecurity, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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Fast Lane Institute for Knowledge
Transfer GmbH

Tel. +49 40 25334610
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ITLS GmbH
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Fast Lane Services

v High End Technology Training
v Business & Soft Skill Training
v Consulting Services

v Managed Training Services

v Digital Learning Solutions

v Content Development

v/ Remote Labs

v/ Talent Programs

v Event Management Services

Training Methods

v Classroom Training

v Instructor-Led Online Training

v FLEX Classroom — Classroom &
Online Hybrid

v Onsite & Customized Training

v/ E-Learning

v Blended & Hybrid Learning

v Mobile Learning

Technologies & Solutions
v Digital Transformation

v Artificial Intelligence

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v/ Data Center
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Switzerland

Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080
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