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Workshop PKI Windows Server (PKIWINSERV)

ID PKIWINSERV Price 2,190.— €excl. tax) Duration 3 days

This text was automatically translated. Please click here to read
the original German version.

ExpertLine courses do not use official Microsoft course materials (MOC), so SATV vouchers cannot
be redeemed for these courses.

Who should attend

This workshop is suitable for network engineers and administrators
who want to learn more about certificates and Certification
Authorities.

Prerequisites

Basic previous knowledge of the Windows system as well as
sound knowledge of Windows Server. Basic prior knowledge in the
area of networking and Active Directory is advantageous.

Course Objectives

In this workshop, each participant builds a multi-level Windows
Server PKI in a Windows Active Directory environment. In the
process, PKl-enabled applications are configured and tested. An
overview of the most common encryption and authentication
methods and frequently used encryption algorithms serves as an
introduction. After a theoretical introduction, an independent root
CA and a subordinate organizational CA are set up.

Depending on the release of the final product of Windows Server
20186, this workshop will be held on the basis of Windows Server
2012 R2 or Windows Server 2016 and serves to give participants
an initial overview of the complex topic of PKI.

Course Content

¢ Encryption method, digital signature, EFS

¢ Establishment of a Public Key Infrastructure (PKI)
Installing the Certificate Services

e Comparison: Independent & Organizational Structure

Strategies for maximum protection of the certificate
hierarchy

Backing up and restoring a certification authority
Methods of certificate request offline / online

Manage & create certificate templates

Certificate template registration, update with ADS
Management consoles and other tools for managing the
PKI

Emergency backup, revocation + renewal of certificates-
Certificate store management

Export and import procedures

Managing certificates via group policies in the ADS
Secure resource access with SSL, IPSec and smart card
authentication

Secure e-mail communication through encryption and
signature
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About Fast Lane

Fast Lane is a global, award-winning specialist in technology and business
training as well as consulting services for digital transformation. As the only
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions
and professional services that can be scaled as needed. More than 4,000

experienced Fast Lane professionals train

andadvise customersinorganizations

of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cybersecurity, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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Worldwide Presence
with high-end training centers
around the globe

Germany

Fast Lane Institute for Knowledge
Transfer GmbH

Tel. +49 40 25334610
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Austria

ITLS GmbH

(Partner of Fast Lane)
Tel. +43 1 6000 8800
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Fast Lane Services

v High End Technology Training
v Business & Soft Skill Training
v Consulting Services

v Managed Training Services

v Digital Learning Solutions

v Content Development

v/ Remote Labs

v/ Talent Programs

v Event Management Services

Training Methods

v Classroom Training

v Instructor-Led Online Training

v FLEX Classroom — Classroom &
Online Hybrid

v Onsite & Customized Training

v/ E-Learning

v Blended & Hybrid Learning

v Mobile Learning

Technologies & Solutions
v Digital Transformation

v Artificial Intelligence

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v/ Data Center
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Switzerland

Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080
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