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Master Class: Administering and Configuring ADFS & Managing
ADFS for Multiple Organizations (ADFS)

ID ADFS Preis 3.500,— € (exkl. MwSt) Dauer 5 Tage

Kursiberblick

This workshop is the best way to learn how to implement the most
business-oriented server role! Federated Identity and claims-based
applications are becoming more and more popular — they simplify
the resource access both for your employees and business
partners.

This workshop is based on practical knowledge from tons of
successful projects, many years of real-world experience, and no
mercy for misconfigurations or insecure solutions! The exercises
focus on implementation scenarios, including practice in the

newest technologies and solutions delivered with Windows Server.

Zielgruppe

Enterprise administrators, infrastructure architects, security
professionals, systems engineers, network administrators, IT
professionals, security consultants and other people responsible
for implementing network and perimeter security.

Kursziele

The course focuses on implementation scenarios, including
practice in the newest technologies and solutions delivered with
Windows Server.

When the world becomes more focused on solving ‘Bring Your
Own Device’ issues, it is time to become more up to date with the
newest technology capabilities: Active Directory Federation
Services and Active Directory Domain Services have been
extended to comprehend the most popular mobile devices and
provide conditional access and access policies. With these policies
in place, you can control access based on users, devices,
locations, and access times.

Federated Identity is the most discussed topic in terms of
organization cooperation right now, and with this course you will

get all the knowledge you will need when you are planning to host
services that will connect users across different organizations.

As an add-on course, we will extend previous labs with multi
organizations trust, discover problems arising from connecting
remote parties and find an automated way to make sure that
everything is working smoothly. Using ADFS on Windows, we will
connect parties using various active directory topologies and
versions, to simulate all the problems that you will be facing in real
world deployment.

Kursinhalt

Module 1:

e Introduction

¢ Legacy and modern authentication protocols

e What are Claims

e Dynamic Access Control

e Services Accounts threats, attack and working with GMSA

Module 2:

¢ PKI overview and ADFS certificate consideration
e Working with certificates and ADFS
¢ Designing Modern Authentication

Module 3:

e ADFS Overview
e Installation, availability and security consideration
e Working with ADFS Cluster

Module 4:

¢ Working with ADFS — claims aware applications
e SAML passive client flow

e ADFS Basics — Rules and Rule flow

¢ Configuring Issuing rules

e Claim rules language
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Module 5:

¢ Thick applications, and working with multiple Relaying
Parties

¢ Troubleshooting thick applications

¢ Additional attribute Stores

e Using groups in authorization rules

Module 6:

e Web Application Proxy

e Working with claims-aware application in WAP
e Configure pass-through application in WAP

e WAP advanced scenarios

Module 7:

e Modern ADFS customization
e Advanced troubleshooting ADFS
¢ Monitoring ADFS security and performance

Module 8:

e Working with MFA

¢ Enabling Device Registration Service
¢ Windows Hello for business

e Integration with Azure cloud

Module 9:

¢ Working with external parties
e ADFS in Forest/Domain trust environment
¢ Federating with different ADFS versions

Module 10:

e Home Realm Discovery

e Hacking ADFS Claims

¢ Additional user authorization

e Claim pipeline for multiple IdP MFA in multi IdP
environment

Module 11:

¢ PowerShell Scripting for ADFS
e Backup and Restore ADFS Config
¢ Exporting and Importing RP and IdP

Module 12:

e Working with clients
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¢ Creating automated Claim Provided Trust configuration for
clients
e Working with third party IdP

Module 13:

¢ Load Balancing ADFS
e Using IIS ARR to load-balance ADFS
¢ Advance Clustering and load balancing
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Uber Fast Lane

Fast Lane ist weltweiter, mehrfach ausgezeichneter Spezialist flir Technologie
und Business-Trainings sowie Beratungsleistungen zur digitalen Transforma-
tion. Als einziger globaler Partner der drei Cloud-Hyperscaler Microsoft, AWS
und Google und Partner von 30 weiteren fuhrenden IT-Herstellern bietet
Fast Lane beliebig skalierbare Qualifizierungslosungen und Professional
Services an. Mehr als 4.000 erfahrene Fast Lane Experten trainieren und be-
raten Kunden jeder Gréfsenordnung in 90 Landern weltweit in den Bereichen
Cloud, kinstliche Intelligenz, Cybersecurity, Software Development, Wireless
und Mobility, Modern Workplace sowie Management und Leadership Skills,
IT- und Projektmanagement.
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Weltweit vertreten
mit High-End-Trainingszentren
rund um den Globus

Deutschland

Fast Lane Institute for Knowledge
Transfer GmbH

Tel. +49 40 25334610
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Mehrfach ausgezeichnet
von Herstellern wie AWS, Microsoft,
Cisco, Google, NetApp, VMware

Osterreich

ITLS GmbH

(ITLS ist ein Partner von Fast Lane)
Tel. +43 1 6000 8800

info@itls.at / www.itls.at
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Fast Lane Services

v Highend-Technologietraining
v/ Business- & Softskill-Training
v Consulting Services

v Managed Training Services

v/ Digitale Lernlésungen

v Content-Entwicklung

v Remote Labs

v/ Talentprogramme

v/ Eventmanagement-Services

Trainingsmethoden

v/ Klassenraumtraining

v Instructor-Led Online Training

v FLEX Classroom — Klassenraum und
ILO kombiniert

v Onsite & Customized Training

v/ E-Learning

v/ Blended & Hybrid Learning

v/ Mobiles Lernen

Technologien und Losungen
v/ Digitale Transformation

v Artificial Intelligence (AI)

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v Data Center

gﬁ
Praxiserfahrene Experten

mit insgesamt mehr als
19.000 Zertifizierungen

Schweiz

Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080
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