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Advanced Juniper Security (AJSEC)

ID AJSEC Price 3,600.— €excl. tax)

Duration 4 days

Course Overview

This four-day course provides students with the knowledge to
configure and monitor advanced Junos OS security features for
enterprise, campus, and service provider applications. Key topics
include advanced Junos OS security features with coverage of
advanced reporting, next-generation Layer 2 security, next-
generation advanced features, Ethernet VPN—Virtual Extensible
LAN (EVPN-VXLAN) security, advanced policy-based routing,
virtualization features, advanced |IPsec VPNs, advanced Network
Address Translation (NAT) features, and multinode high
availability.

Through demonstrations and hands-on labs, students will gain
experience with the features of SRX Series devices and VSRX
Series devices.

This course is based on Junos OS Release 23.2R1.13.

Who should attend

Individuals responsible for implementing, monitoring, and
troubleshooting Juniper security components. This course also
helps you prepare for the INCIP-SEC certification

This course is part of the following Certifications

Juniper Networks Certified Internet Professional Junos
Security (JNCIP-SEC)

Prerequisites

e Strong skill level in TCP/IP, Layer 2 Ethernet, security
policies, and security concepts

e General understanding of stateful firewalls, NAT, and IPsec

¢ Recommended, but not required:
o Completion of the Introduction to the Junos
Operating System (IJOS) and Juniper Security
(JSEC) courses
o Experience with packet captures

Course Objectives

After successfully completing this course, you should be able to:

¢ Describe Layer 2 security features.

¢ Discuss ways to use packet-based security.

e Describe how to troubleshoot zones and policies.

e Describe how to implement a hub-and-spoke VPN.

¢ Discuss advanced NAT capabilities.

¢ List the ways that the SRX Series firewall may be
virtualized.

¢ Describe how to implement an Auto Discovery VPN
(ADVPN) setup.

e List options using IPsec to accomplish advanced
configurations.

¢ Discuss how to troubleshoot IPsec VPNs.

¢ Describe how to route traffic based on the application.

* Describe how to secure VXLAN traffic within the network.

¢ Implement multinode high availability.

¢ Discuss how to mitigate network threats automatically.

Course Content

¢ Junos Layer 2 Packet Handling and Security Features
¢ Packet-Based Security

e Troubleshooting Zones and Policies
¢ Hub-and-Spoke VPN

e Advanced NAT

e Logical and Tenant Systems

e PKI and ADVPNs

e Advanced IPsec

e Troubleshooting IPsec

¢ Advanced Policy-Based Routing

e EVPN-VXLAN Security

¢ Multinode High Availability

e Automated Threat Mitigation

Detailed Course Outline
Junos Layer 2 Packet Handling and Security Features
¢ Explain transparent mode security operations

¢ Define secure wire implementation
e Describe MACsec uses
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Lab 1: Implementing Layer 2 Security
Packet-Based Security

¢ Explain routing instances
¢ Describe filter-based forwarding

Lab 2: Implementing Packet-Based Security
Troubleshooting Zones and Policies
e Describe troubleshooting tools available in Junos OS
¢ Discuss troubleshooting of security zones and security

policies
e Examine troubleshooting case studies

Lab 3: Troubleshooting Zones and Policies
Hub-and-Spoke VPN

¢ Describe the hub-and-spoke VPN topology
¢ Configure hub-and-spoke VPNs

Lab 4: Implementing Hub-and-Spoke VPNs
Advanced NAT
e Explain the difference between address persistence and
persistent NAT
e Describe DNS doctoring

e Describe advanced NAT scenarios
¢ Discuss NAT troubleshooting

Lab 5: Implementing Advanced NAT
Logical and Tenant Systems

¢ Describe logical systems
¢ Describe tenant systems

Lab 6: Implementing Tenant Systems
PKI and ADVPNs
¢ Describe PKI
e Configure PKI for Junos security devices

¢ Describe how ADVPNs function
e Configure and monitor ADVPNs

Lab 7: Implementing ADVPNs

Advanced IPsec
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e Explain NAT interoperability with IPsec

e Describe the CoS feature with IPsec VPNs

e Explain IPsec best practices

e Configure OSPF over IPsec

¢ Configure IPsec with overlapping addresses

¢ Configure IPsec with dynamic gateway IP addresses

Lab 8: Implementing Advanced IPsec Solutions
Troubleshooting IPsec

¢ Describe general troubleshooting for IPsec VPNs

¢ Discuss how to troubleshoot IKE Phase 1 and Phase 2

e Configure and analyze logging for IPsec VPNs
e Examine IPsec troubleshooting case studies

Lab 9: Troubleshooting IPsec VPNs
Advanced Policy-Based Routing
¢ Define advanced policy-based routing

¢ Configure advanced policy-based routing
e Explain application quality of experience

Lab 10: Implementing APBR
EVPN-VXLAN Security
¢ Describe the EVPN-VXLAN protocols

e Explain VXLAN tunnel security
e Configure security on VXLAN tunnels

Lab 11: Securing Traffic Between Data Centers
Multinode High Availability
e Identify the benefits of high availability and security
e Explain the use of multinode high availability

e |dentify multinode high availability modes
¢ Discuss services redundancy groups

Lab 12: Implementing Multinode HA

Automated Threat Mitigation

¢ Explain Automated Threat Mitigation

¢ Discuss Juniper Connected Security third-party integrations
¢ Discuss Juniper Connected Security multicloud integrations

¢ Discuss the Secure Enterprise use case
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About Fast Lane

Fast Lane is a global, award-winning specialist in technology and business
training as well as consulting services for digital transformation. As the only
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions
and professional services that can be scaled as needed. More than 4,000

experienced Fast Lane professionals train

andadvise customersinorganizations

of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cybersecurity, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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Fast Lane Services

v High End Technology Training
v Business & Soft Skill Training
v Consulting Services

v Managed Training Services

v Digital Learning Solutions

v Content Development

v/ Remote Labs

v/ Talent Programs

v Event Management Services

Training Methods

v Classroom Training

v Instructor-Led Online Training

v FLEX Classroom — Classroom &
Online Hybrid

v Onsite & Customized Training

v/ E-Learning

v Blended & Hybrid Learning

v Mobile Learning

Technologies & Solutions
v Digital Transformation

v Artificial Intelligence

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v/ Data Center
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