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Introduction to Juniper Security (IJSEC)

ID IJSEC Price 2,025.— €excl. tax) Duration 3 days

Course Overview

This three-day, introductory-level course provides students with the
knowledge to secure their network using SRX Series Firewalls.
Key topics include security zones, security policies, content
security, and network address translation (NAT) Through
demonstrations and hands-on labs, students will gain experience
with each of these concepts. This course is based on Junos OS
Release 24.2R1.17.

Who should attend

¢ Individuals who are responsible for network security
e Individuals who want to learn how to secure their networks
using SRX Series Firewalls

This course is part of the following Certifications

Juniper Networks Certified Internet Associate Junos
Security (JNCIA-SEC)

Prerequisites

¢ Basic networking skills
e General understanding of networking architecture

Course Objectives

¢ Describe Junos OS architecture

¢ Describe SRX Series security architecture

¢ Create security and functional zones

¢ Configure screen options

¢ Configure address and application objects

e Implement traditional security policies

e Implement unified security policies

e Configure security policy logging, counting, and scheduling
¢ Troubleshoot security policies

¢ Enable application tracking

¢ Implement antivirus and antispam capabilities
¢ Enable content filtering and Web filtering

e Configure source NAT

e Configure destination NAT

e Configure static NAT.

Course Content

Module 1: Introduction to Juniper Security

¢ Explain network security challenges.

e Explain SRX Series Firewall physical and virtual device

options.

e Explain SRX Series Firewall device management options.
Module 2: Juniper SRX Series Security Architecture

e Explain Junos OS architecture

e Explain SRX Series security architecture

e Explain SRX Series traffic processing
Module 3: Managing Zones

¢ Explain Junos OS architecture

e Explain SRX Series security architecture
e Explain SRX Series traffic processing

Lab 1: Managing Zones
Module 4: Managing Addresses, Zones, and ALGs
e Create address objects

¢ Create applications
e Use ALGs

Lab 2: Managing Addresses, Zones, and ALGs
Module 5: Manage Traditional Security Policies
¢ Explain traditional security policy processing

¢ Create traditional security policies
¢ Modify, reorder, deactivate, and delete security policies

Lab 3: Managing Traditional Security Policies
Module 6: Managing Unified Security Policies

e Describe AppID
¢ Implement unified security policies

Lab 4: Managing Unified Security Policies
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Module 7: Configuring Security Policy Options
¢ Implement security policy logging and counting

e Create schedulers
e Examine session options

Lab 5: Managing Security Policy Options
Module 8: Troubleshooting Security Policies

¢ Troubleshoot the flow process
¢ Enable trace options

Lab 6: Troubleshooting Security Policies

Module 9: Implementing AppTrack

e Explain AppSecure capabilities
e Configure AppTrack

Lab 7: Implementing AppTrack
Module 10: Implementing Antivirus and Antispam
¢ Describe content security

e Configure antivirus
e Configure antispam

Lab 8: Deploying Antivirus and Antispam

Module 11: Implementing Content Filtering and NextGen Web
Filtering

¢ Configure content filtering
¢ Configure NextGen web filtering

Lab 9: Deploying Content Filtering and Enhanced Web Filtering
Module 12: Implementing Source NAT

e Explain source NAT

e Configure interface-based source NAT

e Configure pool-based source NAT
¢ Validate source NAT functionality

Lab 10: Implementing Source NAT
Module 13: Implementing Destination NAT and Static NAT
¢ Explain destination NAT options

¢ Configure destination NAT
e Configure static NAT
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Lab 11: Implementing Destination NAT
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About Fast Lane

Fast Lane is a global, award-winning specialist in technology and business
training as well as consulting services for digital transformation. As the only
global partner of the three cloud hyperscalers- Microsoft, AWS and Google- and
partner of 30 other leading IT vendors, Fast Lane offers qualification solutions
and professional services that can be scaled as needed. More than 4,000

experienced Fast Lane professionals train

andadvise customersinorganizations

of all sizes in 90 countries worldwide in the areas of cloud, artificial intelligence,
cybersecurity, software development, wireless and mobility, modern workplace,
as well as management and leadership skills, IT and project management.
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Fast Lane Services

v High End Technology Training
v Business & Soft Skill Training
v Consulting Services

v Managed Training Services

v Digital Learning Solutions

v Content Development

v/ Remote Labs

v/ Talent Programs

v Event Management Services

Training Methods

v Classroom Training

v Instructor-Led Online Training

v FLEX Classroom — Classroom &
Online Hybrid

v Onsite & Customized Training

v/ E-Learning

v Blended & Hybrid Learning

v Mobile Learning

Technologies & Solutions
v Digital Transformation

v Artificial Intelligence

v/ Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v/ Data Center
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Switzerland

Fast Lane Institute for Knowledge
Transfer (Switzerland) AG

Tel. +41 44 8325080
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